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Abstract—Distributed cyber-infrastructures and Artificial Intel-
ligence (AI) are transformative technologies that will play a pivotal
role in the future of society and the scientific community. Internet
of Things (IoT) applications harbor vast quantities of connected
devices that collect a massive amount of sensitive information
(e.g., medical, financial), which is usually analyzed either at
the edge or federated cloud systems via AlI/Machine Learning
(ML) algorithms to make critical decisions (e.g., diagnosis). It
is of paramount importance to ensure the security, privacy, and
trustworthiness of data collection, analysis, and decision-making
processes. However, system complexity and increased attack sur-
faces make these applications vulnerable to system breaches,
single-point of failures, and various cyber-attacks. Moreover, the
advances in quantum computing exacerbate the security and
privacy challenges. That is, emerging quantum computers can
break conventional cryptographic systems that offer cyber-security
services, public key infrastructures, and privacy-enhancing tech-
nologies. Therefore, there is a vital need for new cyber-security
paradigms that can address the resiliency, long-term security, and
efficiency requirements of distributed cyber infrastructures.

In this work, we propose a vision of distributed architecture and
cyber-security framework that uniquely synergizes secure compu-
tation, Physical Quantum Key Distribution (PQKD), NIST Post-
Quantum Cryptography (PQC) efforts, and AI/ML algorithms
to achieve breach-resilient, functional and efficient cyber-security
services. At the heart of our proposal lies a new Multi-Party
Computation Quantum Network Core (MPC-QNC) that enables
fast and yet quantum-safe execution of distributed computation
protocols via integration of PQKD infrastructure and hardware-
acceleration elements. We showcase the capabilities of MPC-
QNC by instantiating it for Public Key Infrastructures (PKI)
and federated ML in our HDQPKI and TPQ-ML, frameworks,
respectively. HDQPKI (to the best of our knowledge) is the
first hybrid and distributed post-quantum PKI that harnesses
PQKD and NIST PQC standards to offer the highest level of
quantum safety with a breach-resiliency against active adversaries.
TPQ-ML presents a post-quantum secure and privacy-preserving
federated ML infrastructure.

Index Terms—cyber-infrastructures; post-quantum security; ar-
tificial intelligence; machine learning; multi-party computation.

I. INTRODUCTION

NTERNET of Things (IoT) has seen enormous growth over

the last decades. It is expected that the number of IoT
devices will continue to increase at significant rates [1]. Its
applications can be extended to a wide range of fields, including
but not limited to healthcare, smart cities, manufacturing, and
military. The IoT ecosystems gather, process, and exchange
a sheer amount of privacy and security-critical information.
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For example, IoT nodes (e.g., air drones, mobile devices, sen-
sors) communicate massive amounts of telemetry to the cloud
servers for processing and long-term maintenance. Designing
autonomous [oT systems might substantially reduce human
interventions via enabling cooperation, machine-to-machine
(M2M) communications, and harnessing distributed designs [2].

The high volume of sensitive and valuable information is
considered one of the main fuels of the emerging Artificial
Intelligence (Al) and Machine Learning (ML) [3] approaches.
The collected data can be processed at the edge before of-
floading it to a cloud system, or it can be directly transferred
to a federated cloud cluster for analysis. IoT components can
benefit from AI/ML systems by enabling autonomous decision-
making and orchestrating their distributed nature [4]. Such
applications [3] can be seen in numerous potential domains
such as autonomous driving, smart homes, health care systems,
and smart agriculture, to name a few.

With all the advantages brought by IoT networks and dis-
tributed cyber-infrastructures in general, there also exist nu-
merous challenges related to their security and privacy [5]. The
scalability hurdles and resource limitations of the edge devices
increased attack vectors and system breaches. This makes it a
highly challenging task to ensure the trustworthiness of IoT sys-
tems and distributed cyber-infrastructures. For instance, Public
Key Infrastructures (PKI) form the foundation of fundamental
security services in cyber-infrastructures. Yet, they usually rely
on centralized architectures that lead to several single points
of failures and system breaches. Similarly, the various AI/ML
applications only recently started to receive benefits from the
emerging federated cloud infrastructures.

One of the major cyber-security technologies, Multi-Party
Computation (MPC) [6], enables multiple data owners to co-
operatively compute a given function by separately integrating
their resources, in a way that prevents leakage of confidential
data. The aforementioned function can be any cryptographic
(e.g., digital signature) or AI/ML algorithm and therefore MPC
can interplay with both emerging areas to enable trustworthy
data processing methods. For instance, NIST [7] recently pro-
vided a roadmap toward the standardization of threshold (dis-
tributed) schemes for cryptographic primitives. However, there
is a significant gap in the existing cyber-infrastructures and
their applications for harnessing secure distributed technologies
to mitigate hurdles stemming from centralization. Moreover,
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despite the recent progress of MPC techniques, they may still
incur high overhead for IoT and ML applications [8].

On top of the security challenges due to centrality, the advent
of quantum computers threatens the conventional cryptographic
primitives that lay the foundation of essential security services.
That is, Shor [9] showed that quantum computing can break the
conventional intractability assumptions such as factorization of
large integers (RSA) and discrete logarithms problems (Elliptic
Curves). This threat requires urgent action to protect sensitive
data (e.g., finance, health, military). Such data is currently
circulated over pre-quantum cyber-infrastructures, encrypted
with classic cryptosystems (e.g., RSA [10]). Even though the
current progress of quantum computers is still underway, a
potential threat, known as Store-and-Decrypt [11], is considered
the major menace that pushes regulation firms (e.g., NIST)
to accelerate the standardization of post-quantum cryptography
(PQC). NIST’s standartization [12] efforts play a pivotal role
in migration from conventional to post-quantum settings. How-
ever, the adaptation of these new technologies is challenging
due to their complexity and heavy overhead [11].

In this paper, we propose an architectural design and frame-
work that synergizes the emerging cyber-security building
blocks and cyber-infrastructure elements to cohesively offer
efficient, trustworthy, and scalable real-life applications. This
architecture and framework integrate post-quantum cryptogra-
phy, physical quantum key distribution, hardware-acceleration
components, and distributed computation paradigm that inter-
play with the de-centralized nature of emerging IoTs and infor-
mation technology systems. We outline some of the desirable
features of our architecture below:

e Optimized MPC framework via PQKD Infrastructures:
MPC offers an ideal algorithmic framework to address the
resiliency and trust distribution needs of decentralized systems.
However, MPC may introduce significant delays due to multi-
round communications, and high computation overhead for
complex cryptographic schemes and ML algorithms. These
performance challenges grow when post-quantum security is
required. We identify that an ideal infrastructure to execute
MPC requires a dedicated high-speed network among servers,
which are connected via pairwise secure channels (ideally
quantum-safe). Moreover, notable MPC paradigms receive ben-
efits from online-offline techniques, wherein expensive cryp-
tographic operations are pre-computed, while communication-
intensive steps are done online.

Our key observation is that emerging PQKD infrastruc-
tures and hardware-acceleration platforms offer an ideal infras-
tructure to execute MPC with post-quantum security. In our
MPC-QNC framework (Section III-A), we harness the dedi-
cated optical network with quantum-safe pairwise connection
of PQKD systems to raise a MPC core (e.g., 2-3 server setup)
platform. MPC-QNC also couples PQKD with GPU/FPGA
commonly presence in modern federated cloud architectures.
Therefore, MPC-QNC can enhance both the online and offline
phases of MPC with post-quantum security.

e Distributed and Quantum-Safe Root of Trust: The central-
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ized nature of the current CA entities poses several vulner-
abilities against cyber-attacks [13]. We utilize MPC-QNC to
design a Hybrid Post-Quantum Distributed PKI (HDQPKI,
Section III-B) that thresholds NIST PQC standards to gen-
erate breach-resilient and quantum-safe certificates. Moreover,
HDQPKI uses quantum-random number generators to minimize
side-channel attacks for lattice-based schemes, while increasing
the scalability of PQKD via NIST PQC standards.

e Privacy-Preserving and Quantum-Safe ML: We present a
Trustworthy Post-Quantum Machine Learning (TPQ-ML) plat-
form, which enables a breach-resilient execution of classical
ML algorithms (e.g., linear regression) on MPC-QNC. This
design showcases applications of distributed computation to
ML with an omitted aspect of quantum safety.

The organization of this paper is as follows. In Section II,
we first give the algorithmic and architectural building blocks
forming our proposed framework and architecture. We then
describe our proposed vision in Section III, with a focus on our
distributed post-quantum secure computation framework that is
instantiated to enable trustworthy PKI and AI/ML applications.
Section IV concludes this paper. The notations, used in the
paper, are described in Table 1.

TABLE I: List of Acronyms

[ Notations ] Description |
loT Internet of Things
NIST National Institute of Standards and Technology
CA Certificate Authority
PQC Post-Quantum Cryptography
PKI Public-key Infrastructure
MPC Multi-Party Computation
ML Machine Learning
KEM Key Encapsulation Mechanism
KEX Key Exchange
MPC-QNC Multi-Party Computation Quantum Network Core
TPQ-ML Trustworthy Post-Quantum Machine Learning
HDQPKI Hybrid Distributed Quantum Public-Key Infrastructure
HQKD Hybrid Quantum Key Distribution
PQKD Physical Quantum Key Distribution
HA-MPC Hardware-Accelerated Multi-Party Computation

II. BUILDING BLOCKS OF THE PROPOSED FRAMEWORK

Our architecture harnesses various cryptographic primitives,
protocols, machine learning techniques, and cyber infrastruc-
tures with special hardware components to achieve its intended
goals. We first outline computationally secure post-quantum
cryptographic primitives with an emphasis on the recent NIST
PQC standards. We then summarize PQKD approaches that
form the physical foundation for some aspects of our architec-
ture. We then discuss secure multi-party computation and ML
algorithms that enable trustworthy distributed computation and
analytics capabilities for our framework.

A. Post-Quantum Cryptographic Primitives

We first outline NIST PQC Standards, and then summarize
alternative schemes considered in the NIST PQC competition.
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1) NIST PQC Standards: NIST announced the cryptosys-
tems to be standardized [12], namely Dilithium [14], Falcon
[15], and SPHINCS+ [16] as digital signatures while only
Kyber [17] have been selected as Key Encapsulation Mech-
anism (KEM). While Dilithium [14], Falcon [15], and Kyber
[17] are lattice-based algorithms, SPHINCS+ [16] is a hash-
based digital signature. NIST also holds other cryptosystems
as alternatives and proceed to the 4™ round [18].

Kyber [17] is a Key Encapsulation Mechanism (KEM)
secure under chosen-ciphertext attack (IND-CCA). It relies on
Module Learning with Errors (M-LWE) [19]. The KEM is ob-
tained via Fujisaki-Okamoto transform [20] over Kyber public-
key encryption. Additionally, Kyber offers an (authenticated)
key exchange protocol (KEX) that can support quantum-safe
TLS protocol for ephemeral key exchange over the Internet. It
works on a pre-defined single ring (i.e., Ry = Zzes1[z]/(2%°¢ +
1)) that offers different security and performance trade-offs by
merely modifying a system parameter.

Dilithium [14] is built from an identification (ID) scheme,
whose security relies on both learning with errors over rings
problem (R-LWE) and finding the shortest integer solution in
lattices (R-SIS) [21]. Afterward, the signature is constructed
from the ID scheme via Fiat-Shamir with Aborts transforma-
tion [22]. It avoids the use of costly operation, Gaussian rejec-
tion sampling, that prior lattice-based signatures are employing,
which led to devastating side-channel attacks [23], [24]. Rather,
Dilithium uses a sampler from uniform distribution to add
noises from a secret seed during the signature generation.
As a lattice-based scheme, Dilithium enjoys different hard-
ware/software optimizations. For instance, the vectorization
technique can enable a significant speedup on multi-core ma-
chines (e.g., the use of AVX2 instructions can achieve 4.5x
speedup over the basic implementation). Dilithium has a well-
balanced computational overhead and private/public key sizes.

Falcon [15] is a lattice-based digital signature that offers
smaller key and signature sizes, compared with Dilithium and
SPHINICS+ [16]. Falcon is a combination GPV framework
[25], NTRU lattices [26], and Fast Fourier sampling [27].
NTRU lattices enable a compact public key and signature size
(e.g., 3.4x smaller than Dilithium) while Fast Fourier sampling
offers a significant speed-up for signing (e.g., 4.25x faster than
SPHINCS+ [16]). However, its signature generation harness
double-precision floating-point arithmetic that hinders its de-
ployment in resource-constrained devices (e.g., IoT devices).
Also, Falcon employs discrete Gaussian sampling over integers
and therefore is more prone to side-channel attacks [28].

SPHINCS+ [16] is a hash-based signature based on a One-
Time Signature (OTS) called WOTS+ [29]. It employs a hyper-
tree data structure to build a multiple-time signature scheme.
SPHINCS+ is a stateless scheme following Goldreich’s scheme
[30]. Hence, it does not require state management during the
signature generation. SPHINCS+ offers a stronger security
guarantee since it is solely relying on the cryptographic hash
functions. Its agile design enables a smooth update in case the
used hash function is broken. However, it has very large key
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sizes and slow signature generation/verification that makes it
unsuitable for low-end devices and time-critical applications.

2) Alternative PQC Cryptosystems: Apart from lattice and
hash-based primitives, there are various other PQC techniques
relying on different intractability assumptions.

Code-based Cryptosystems originated from McEliece’s
public-key encryption system, which relies on the Syndrome
Decoding Problem and binary Goppa codes [31]. They of-
fer strong security reductions and fast signature genera-
tion/verification. However, they were not selected for the stan-
dardization due to the large public keys (= 1MB) compared to
hash-based and lattice-based approaches.

Multivariate-Quadratic (MQ) Signatures rely on the hard-
ness of solving multivariate quadratic equations over a finite
field. Despite having a slow signing algorithm, MQ-based
schemes heavily rely on algebraic operations, making them a
suitable candidate for thresholding [32]. Numerous schemes
were considered in NIST PQC successive rounds, but none
is among the finalists. Several such signature schemes (e.g.,
Rainbow [33], UOV [34]) have been attacked.

Isogeny-based Cryptosystems is based on the properties
of supersingular elliptic curves and isogeny graphs [35]. They
use the mathematics of supersingular elliptic curves to create
KEX protocols, which mainly fall into two categories: super-
singular isogeny Diffie-Hellman (SIDH) [35] and commutative
supersingular isogeny Diffie-Hellman (CSIDH) [36]. Isogeny-
based schemes offer remarkably smaller private/public key and
signature sizes compared to their post-quantum counterparts.
However, Castryck et al. [37] recently broke a SIDH-based
KEX algorithm, named SIKE [38]. We note that the broken
scheme successfully passed three successive rounds in the NIST
competition. NIST announced that SIDH-based algorithms
should not be used, but this does not affect other isogeny-based
cryptosystems such as CSIDH [36] or SQISign [39].

B. Physical Quantum Key Distribution

Quantum Key Distribution (QKD) is an emerging technology
that uses quantum phenomena to ensure the security of critical
communications. QKD technology uses key aspects of quantum
physics, as opposed to mathematical techniques, to generate
and securely distribute a secret encryption key. Seminal works
(e.g., [40]) use QKD to exchange secret cryptographic keys.
This allows for the real-time detection of an adversary’s attempt
to intercept the key exchange, because an attempt to steal the
key as it is communicated between trusted/authenticated parties
changes the key in an immediate and measurable way, reducing
the possibility that information has been compromised.

The method of QKD used in this protocol, BBM92, is
based on the BB84 [41]. Similar to BB84, BBM92 uses
entangled photon pairs for encryption, as depicted in Fig.l.
Where BBMO2 differs is in the employment of decoy states
[42] of multiple photons to a single photon for BB84, and the
use of only two polarization states instead of the four states
used in BB84, as shown in the Equation 1.
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Fig. 1: BBM92 Model.

The resulting randomly generated qubits are used to produce
symmetric cryptographic keys rather than relying on complex
mathematical assumptions that may or may not be immune to
quantum computing resources.

The advantages of QKD include the ability to offer long-
term communication security, immediate detection of channel
eavesdropping, and maintenance-free key management. How-
ever, QKD is limited by signal loss in fiber transmission, as well
as polarization mode preservation problem caused by stress-
induced birefringence and the mechanical rotation of the fiber
carrying the quantum signal.

Optical fiber can support two orthogonal polarization modes.
When light in a definite polarization state is launched into
a fiber, it will remain in a definite polarization state as it
propagates '. However, stress-induced birefringence in the fiber
and simple mechanical rotation changes the polarization so
that the state at the end of the fiber is not the same as the
launch state. Moreover, the state is constantly changing unless
the fiber is in a very stable environment (e.g., taped down to
an optical table in a temperature-stabilized laboratory). This
effect is particularly problematic for pole-mounted fiber. The
solutions that have been developed for this problem involve
a probe beam and active stabilization. Measurements on the
probe beam(s) after propagating the length of the fiber make it
possible to determine the relationship between the initial and
final polarization states. This information is then used to drive
active stabilization components that provide the adjustments
necessary to align the final state with the initial state. When
used to stabilize a QKD channel, these systems are typically
treated as an external “add-on” technology, rather than an
integral part of QKD systems. Moreover, they are designed for
classical communication systems. This presents two problems
for QKD applications: the classical solutions use very strong
(compared to quantum) optical fields for the probes, and the
fiber-based phase modulators used to correct the polarization
state are often quite lossy 2. The strong probe fields overwhelm

'Here, we neglect polarization dependent loss and other nonlinear effects
that are more problematic for classical fields.

2Low-loss fiber-based modulators are also available, but they are typically
too slow for classical applications.
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the quantum signals so that time or spectral multiplexing
techniques are needed. Time multiplexing means that system
alternates between QKD and classical stabilization, bringing the
risk that the channel will degrade during the QKD sequence.
Spectral multiplexing is perhaps even more problematic, since
the probe wavelengths are required to be quite different than
the QKD wavelength in order to adequately isolate the QKD
detectors from the probe light. Because the polarization effects
are not independent of wavelength, this approach introduces the
risk that the polarization is corrected for the probe wavelength,
but not the QKD wavelength.

A potential approach, developed by Qubitekk Inc., is based
on the special properties of entangled photons, namely that
quantum correlations are present in all measurement bases.
This is usually interpreted to mean that the two receivers,
Alice and Bob, can choose any basis (e.g., horizontal/vertical or
diagonal/anti-diagonal), as long as those basis choices match.
The more correct interpretation is that, as long as the two
receivers each use a pair of mutually unbiased bases, there
exists a polarization-entangled state that will yield the corre-
lations needed for QKD using those bases. In simpler terms:
the proposed approach tailors the entangled state to the channel
rather than correcting the channel for a standard quantum state.
That is, the source produces exactly the state that is needed
for QKD across whatever channel is presented. This solution
still needs probe beams to determine the fiber properties, but
instead of employing lossy modulators at the receivers to make
the corrections, the information from the probe beams will be
used to reconfigure the source, itself. This approach makes
use of an entangled photon source that can be reconfigured to
access any state in the two-photon polarization Hilbert space.
The adjustments to the source can be made quickly enough to
adapt to polarization changes typically seen in deployed fiber.
Moreover, the reconfiguration can be done in a way that imparts
lower loss if done in the source instead of in the optical fiber.

C. Multi-Party Computation

Muti-Party Computation (MPC) permits n parties to jointly
evaluate a function f(z1,...,2n) — (Y1,...,Yn), in which
each party P; learns its output y; without leaking its private
input x; to the other parties P;. There are two main techniques
in MPC: garbled circuit (GC) and linear secret sharing (LSS).

GC permits efficient secure evaluation of boolean operations
such as AND, OR, XOR, inequality/equality check, while
LSS is efficient for arithmetic operations such as addition,
multiplication. Depending on the underlying MPC schemes, the
parties can share their secret input « with each other via either
XOR (z = &;x;), addition (x = ZZ x;), or in special forms
(e.g., Yao sharings). We denote [z]; as the share of the secret
x to party P; and we omit the subscript to denote the share of
the secret being computed in MPC in general.
Authentication. To achieve integrity against malicious adver-
saries, a Message Authentication Code (MAC) can be used.
There are two types of MAC: the BDOZ-style [43], which is
mostly used in GC protocols with constant-round (e.g., [44]),
and SPDZ-style, which is mostly used in LSS protocols [45].
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BDOZ-style MAC: In this style, an authenticated share of a
secret « to party P; is a tuple (x); = (@i, {mi ; }izj, {kji bistj)s
where © = @;x;, k;; is the MAC key that P; uses to
authenticate the share b; of party P;, and m; ; = k; j D b; - A
is the MAC of the share b; authenticated by party P; under
P;’s global MAC key A; € {0,1}>.

SPDZ-style MAC: In this style, an authenticated share of

a secret x to party P; is a tuple (x); = (x;,y;, ;) such that
r=3,T,y= ,¥-y=c-xanda=>,a; where « € F
is the global MAC key.
Secure Operations. In MPC, all the linear computations (e.g.,
addition, scalar multiplication) on the authenticated shares can
be performed locally. Specifically, (z + y) = (x) + (y) and
(c-x) = c-(x), where ¢ € I is a public scalar and +, - denote
the addition and multiplication over the field [F' (note that +, -
is equivalent to XOR and AND over [F3).

For multiplication between shares, it can be achieved with the
aid of pre-processing that generates correlated randomness such
as Beaver multiplication triples ({a), (b), {c)), where c = a - b
generated in the offline phase. Specifically, to obtain (z - y)
from (z) and (y), each party locally computes (€) = (x) — (a)
and (p) = (y) — (b). All parties come together to open € and
p (only the secret, not its MAC). Finally, each party locally
computes and obtains (z-y) = (c) + p- (z) +€- (u) —€-p.

There are several MPC protocols that offer efficiency for
special situations. For example, some MPC protocols require
a fixed number of parties (e.g., n € {2,3,4}), some are
hybrid protocols that can perform both boolean and arithmetic
operations efficiently. Generally, these protocols require pre-
computation to compute correlated randomness for efficient
conversion between boolean and arithmetic MPC.

MPC plays an important role to transform many centralized
techniques into the distributed setting, thereby avoiding single
point of failure and achieving a distributed trust. For example,
MPC can threshold conventional PKIs to achieve distributed
PKIs. Another application of MPC is Privacy-Preserving Ma-
chine Learning, in which multiple servers can jointly train a
common ML model together without leaking the data samples
of individual servers. MPC is also an important building block
for privacy-preserving federated learning, where secure aggre-
gation can be performed in the distributed manner by multiple
servers, thereby avoiding single-point of failure and increasing
the privacy resiliency against malicious adversary.

D. Machine Learning

Machine Learning (ML) provides invaluable functionalities
to realize various sophisticated expert systems ranging from
healthcare [46], [47] to network security (e.g., intrusion de-
tection, malware classification) [48]. These functionalities play
a vital role in critical security systems and networking in-
frastructure supported by artificial intelligence. In ML-assisted
applications, there are two phases: the training phase and the
inference phase. The training phase focuses on building an ML
model from a set of observations, while the inference phase
computes an inference result for a new observation based on
the model obtained in the training phase. Figure 2 presents
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w < LR.Train({#;, v: }_,):

1: Tnitialize wo & R*C, 5, « {0} for each c € {1,...,C}
2: fori =1to T do > T predefined number of iterations
3: for j = 1to N do

T

4 g = L, evimiled
5: for c = 1to C do
. wilxell T
6: Pje = S
7 5 =0c+ (Ily; = c] — pj,c) - &; for each ¢ € [C],j € [N]
8 wilx,c]T =w(_1)[*,c] +n- 5 foreach ¢ € [C] > 7 : pre-defined
9: return wr

¢ < LR.Predict(Z,, w):
I: for c =1 to C do
2: pe — eWlel - Tp

3: return c where p. = max{p1,...,pc}

Fig. 2: Linear Regression Algorithm.

as an example of the training and inference protocols of the
logistic regression ML algorithm. The reliability of ML systems
depends on the trustworthiness of input data and reliable
execution of ML algorithms under untrusted environments.

III. PROPOSED VISION

We propose a Multi-Party Computation Quantum Network
Core (MPC-QNC) aiming to achieve two interoperable frame-
works: (i) Hybrid Distributed Quantum Public-Key Infrastruc-
ture (HDQPKI): is a key distribution management system that
takes advantage of the power of post-quantum cryptography,
along with the recent advances in quantum technology, such
as quantum key servers . This can achieve flexible modes of
public-key distribution with a high breach resiliency against
single points of failure [13]. (ii) Trustworthy Post-Quantum
Machine Learning (TPQ-ML): enhances the privacy layer of
ML applications with quantum optic channels.

As shown in Figure 3, an MPC-QNC instance consists of
(n = 3) servers, connected via PQKD optic networks which it-
self offer quantum safety. During the set-up, a master secret key
msk is secretly shared among different parties. Note that this
setting offers a breach resiliency of ¢-out-of-n servers. Unlike
commonly deployed PKI servers, our framework offers more
immunity against rogue-PKI attacks. Indeed, one has to break
at least ¢ servers to compromise the system. Moreover, our
framework distributes trust among multiple entities, offering
improved service and robustness to its users.

In the following, we first describe the infrastructure aspects
of our envisioned MPC-QNC framework, in which we syner-
gize various architectural and hardware components to permit
an accelerated and secure distributed computation. We then
present our HDQPKI framework that utilizes MPC-QNC to
develop practical, low-cost, and resilient quantum-safe CA
services. Finally, we give our TPQ-ML framework that harness
MPC-QNC to offer privacy-preserving ML services with post-
quantum security and breach-resiliency.

3https://qubitekk.com/products/qkd-for-industrial-control-systems-ics/
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Fig. 3: High-level Description of Our Proposed MPC-QNC Infrastructure and Framework.

A. MPC-QNC- Infrastructure for Lightning MPC

Given that MPC will serve as an important building block
for threshold cryptography and distributed computation with
provable security in the long-term, we envision building ded-
icated infrastructure and facilities to optimize certain phases
of MPC regarding the importance of making it more practi-
cal. As briefly outlined in II-C, efficient state-of-the-art MPC
techniques generally follow the online/offline model, where the
offline phase generates data-independent materials (e.g., corre-
lated randomnesses) to be used in the online evaluation that
incurs input-dependent computations (e.g., signature generation
on the input message, ML computation over training/testing
data). We envision two approaches that can be useful to improve
the overall performance of MPC as follows.

e Pre-computation of independent/correlated randomness via
hardware acceleration: Offline computation is generally costly
as it harnesses computationally expensive cryptographic proto-
cols such as homomorphic encryption, and oblivious transfer.
Given that the goal of the offline phase is to generate a set
of independently correlated randomnesses, such computation
can be accelerated by deploying special hardware that offers
high parallelism such as GPU [49], FPGA [50] or even TEE
[51]. Several academic works have shown that these hardware
techniques are useful to generate sufficient randomnesses being
supplied for the online evaluation [52].

o Improve communication efficiency in the online phase via
pairwise secure optical network: For MPC online phase, the
most expensive cost stems from the network cost, while the
computation is generally inexpensive. For example, in boolean
MPC techniques, they require to transfer garbled table from the
garbler party to the evaluator party at the beginning of online
phase for secure evaluation. Since the size of the garbled table
is equal to the size of the entire circuit for the program to be
evaluated, it incurs a high bandwidth overhead especially when
the garbled table is authenticated, where each bit is attached
with a A-bit MAC. On the other hand, in arithmetic MPC
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techniques (e.g.,), the parties need to interact with each other in
a communication round to evaluate a multiplication. Given that
the evaluated program has high multiplication depth, it incurs
high network latency as the number of communication rounds
depends on the depth of the multiplication in the evaluated
program. Therefore, to improve the online phase, we believe
that having a dedicated optical network that offers low latency,
high bandwidth, and integrity guarantees against threats will
be of great benefit. PQKD infrastructures not only offer fast
communication via optical networks, but also an inherently
secure pairwise connection among the servers. In classical
settings, this has been achieved via key pre-distributions or
with conventional cryptography. Here, the native offers a fast
and secure pairwise connection which is an ideal setup to offer
our envisioned MPC operations.

In the following, we propose two frameworks that can be
built on top of MPC-QNC infrastructure including Hybrid Dis-
tributed Post-Quantum PKI (HDQPKI) and Trustworthy Post-
Quantum ML (TPQ-ML). Note that these platforms are not the
only ones that receive great benefits from MPC-QNC, but also
other frameworks that harness MPC as the main building block
such as privacy-preserving data storage and sharing [53]-[56]
schemes as well as encrypted query platforms [57], [58] with
meta-data privacy.

B. Hybrid Distributed Post-Quantum Public-Key Infrastructure

PKIs form the backbone of foundational cryptographic ser-
vices in modern networked systems. Specifically, PKIs ensure
the authenticity of public keys, thereby providing scalable au-
thentication for large-scale networks via public key certificates
[59]. Through Certificate Authorities (CAs) in PKIs, the crypto-
graphic key distribution, exchange, public key encryption, and
digital signatures services can be offered reliably.

The long-term trustworthiness of next-generation networked
systems requires post-quantum security. Therefore, it is of
paramount importance to ensure that PKI systems are Quantum-
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safe . In addition to post-quantum security, as discussed before,
PKIs have been a prime target due to their key role as CA. A
vulnerable CA may lead root certificates to be compromised,
thereby creating a severe disruption of the underlying appli-
cations [60]. Hence, it is necessary to ensure CAs are not
only post-quantum secure but also offer breach resiliency via
distributed cyber-infrastructure that is an integral part of modern
networked architectures. Moreover, a relevant limitation of
centralized PKIs is that the users must inherently trust a few
CAs for their security. The distribution of trust among CAs
ensure more trustworthy and reliable services for the user,
thereby enhancing the overall functionality of PKIs.

In this section, towards addressing these limitations, we in-
stantiate our MPC-QNC to raise a Hybrid Distributed Quantum
Public-Key Infrastructures (HDQPKI) that enable a scalable,
low-cost, and resilient cyber-infrastructure for public key dis-
tribution, and digital certificates alike.

Our HDQPKI has two major elements: (i) A Hybrid Quan-
tum Key Distribution (HQKD) framework that harnesses the
best of both NIST and PQKD schemes to offer trustworthy
CA services. HQKD harnesses both Quantum Random Num-
ber Generators (QRNGs) and various public key distribution
options to enable quantum safety. (ii) A threshold computation
of key and signature generation algorithms of the selected
post-quantum secure cryptographic schemes. That is, we use
our MPC-QNC framework to generate private/public key pairs
derived from QRNGs and certificates via threshold NIST PQC
schemes. In tandem, these approaches ensure the high quality
of randomness, safe initial public key distribution, and breach-
resilient computation of cryptographic keys. Below, we first
outline HQKD followed by its thresholding via MPC.

1) HQKD Components: In Figure 4, we showcase an exam-
ple of our HQKD components and workflow, which is based
on the framework in [61].

HQKD combines the strengths of PQKD and NIST PQC
schemes, which can enable low-cost yet quantum-secure key
distribution with high scalability. During the offline CA phase,
HQKD bootstrap PKIs via Quantum Random Number Genera-
tors (QRNG)s. For example, this can be achieved via Qubitekk’s
810nm Quantum Key DatalLocTM Server, which utilizes a
variation of the BBM92 protocol [62] to generate the entangled
photons. They are then used to produce random numbers
and symmetric keys (e.g., AES-256). This strategy ensures
a high-quality randomness for the master private/public keys
(Skeerts PKeerr)s thereby increases their side-channel attack re-
siliency. The periodic re-generation of high-quality randomness
also offers key freshness and forward-secrecy.

As depicted in 4, we choose Dilithium [63] as a digital
signature for the certification of users’ public keys. Indeed, our
analysis indicates that the lattice-based signatures are the most
suitable alternatives, as discussed in Section II-A. In our frame-
work, we opted for a threshold-variant of Dilithium via MPC
as it will be detailed in Section III-B2. The first phase is the
key generation. As recently discussed, our differentiating factor
is the use of PQKD devices to generate a high-quality of true

35

(@19 < (01)%

A < RK¥¢ M S

(s Sz;l‘_ R? xRK ~ // Randomly Generated from PQKD devices
, qXRq !

Certificate
Authority

t—A-s;+s;
Skeert < (51,52), PKeert < (A, )

Key Generation

(skﬁ;g ,Pl(ﬁ)lg) are private and public keys of Algorithm Alg with identity ID

Opclls is the certificate of PK/p® via (skcert)

Opkyp < Dilithium. Sign(PKp, PKcert, (SKcert))
r2

O pgID OpgID

Distrib. of PKs:Certification of User’ PK

Fig. 4: An Example Flow of HQKD Framework with Dilithium.

randomness for the CA private/public keys. After the selection
of system-wide parameters (i.e., (I, k)), the QRNG generate a
I X k public matrix A and a couple of two private error vectors
(s1,s2). For the full key generation algorithm, we refer to
[14]. We formally describe the Dilithium signature generation
algorithm in Figure 5 for a better depiction of its threshold-
variant. In the following, we will demonstrate how we achieve
a distributed (threshold) version of our HQKD framework.

(o) <« Dilithium.Sign(m, pk, sk)

I: Parse sk as sk = (s1,sz), where s1 € RL, sz € R},
2: Parse pk as pk = (A, t), where A € RF*!, t € RE
3z L

4: while z =1 do

5: Sample a short vector y € Ré with ||y |lec <71
6: v« AXyE€ Rf]

7: w = (w1, ..., wy) < ExtractMSB(v, k)

8: ¢ + Hash(m||w) € Ry

9: zeerc-sleRfl

10: b+ IsLessThan(z, 7)
11: x' v —c-sg

12: (x1,...,)) < ExtractLSB(x’, k)

13: for i =1to k do

14: b} +— IsLessThan(z},7)

150 bbb @ Db,

16: if b = 0 then
17: z 1
18: return o < (z,c)

Fig. 5: Dilithium Signature Algorithm.

2) Hybrid Distributed Post-quantum PKI via MPC-QNC:
Figure 6 presents our idea of thresholding the post-quantum
Dilithium signature algorithm using MPC. We can see that
to sign a message with Dilithium under distributed setting, it
requires MPC arithmetic operation including addition 85 and
share multiplication X (steps 6, 9, 11) as well as boolean
operations including bit extraction ExtractMSB, ExtractLSB,
comparison IsLessThan, and XOR computation & (e.g., steps 7,
10, 12, 14). While boolean operations can be realized efficiently
using GC techniques (e.g., [44], [64]), arithmetic operations
can be performed with additive secret sharing techniques (e.g.,
[45], [65] ). These two techniques can receive a great benefit
in the online evaluation phase by having an optic network
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(o) <« Dilithium.Sign(m, pk, (sk))

1: Parse (sk) as (sk) = ({s1), (s2)), where (s1) € Ré, (s
2: Parse pk as pk = (A, t), where A € RZXZ ,te Rl;
3: (z) L
4: while (z)

2>€Rg

=1 do

5: Sample a short vector (y) € Rfl with ||y|lec <71
6: ( ) — Ax(y)€R]

7: (w) = ({(w1), ..., {(wg)) + MPC.ExtractMSB({(x’), k)
8: (c) « Hash)(mH( )) € R7

9: (z) + (y) + {c) B

10: (b) <~ MPC. IsLessThan(<z) T)

o (x) = (v) — (c) W (s2)

12: ( z’1>, ,{x})) = MPC.ExtractLSB((x'), k)
13: for i = 1 to k do

14: (b}) <= MPC.IsLessThan((z}), 7)

15: (b) « (b) @ (b)) @ --- & (b))

16: b+ MPC.Open((b})

17: if b = 0 then

18: (z) L

19: return o < ((z), {c))

Fig. 6: Threshold Dilithium Signature with MPC.

infrastructure to reduce network overhead burden (bandwidth,
round-trip latency) as discussed in III-B.

We can see that the algorithm requires converting boolean
MPC and arithmetic MPC (e.g., from step 11 to step 12).
This conversion can be done effectively by using authenticated
shares of the same random bits (e.g., daBit [66]) on both Fy and
I, in the precomputation phase. Given that the offline phase
can be optimized with hardware acceleration techniques (e.g.,
GPU, FGPA), it will supply sufficient correlated random bits
for efficient conversion during the online signature generation.

Other Instantiations with Alternative Signature Schemes: We
focused on NIST PQC standards in our analysis, and opted
for Dilithium over Falcon due to its computational efficiency.
However, Falcon is also a potentially suitable alternative for
thresholding. However, thresholding SPHINCS+ incurs signif-
icant overhead. For example, the threshold-based SPHINCS+
requires thousands of hash calls to execute a single signature
generation. The signing time becomes in the order of 100
minutes with state-of-the-art GC implementations [32].

One can employ post-quantum signatures with advanced
security properties (e.g., forward security, tag aggregation). For
instance, ANT [67] is a lattice-based signature scheme offering
forward-security and optimal signature generation, at the cost
of a slow signature verification due to the reliance on a set of
non-colluding distributed servers. We also expect generic post-
quantum forward-secure signatures [68] to receive benefit from
our framework. Dilithium variants with faster verification [69]
are another suitable alternatives for instantiations. Moreover,
signature aggregation is also important for an efficient authen-
tication of massive streams from multiple entities (e.g., IoT).
FAAS [70] is a generic algorithm that enables fast signing of
any aggregate signature (e.g., NTRU [26]). Finally, one can fuse
the aforementioned cryptographic mechanisms with physical-
layer security to construct robust key agreement protocols [71].

C. Safe Distribution of Certificates
Initial Distribution via PQKD: In the case PQKD is avail-
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able, this is an ideal way to distribute the quantum-safe certifi-
cates. This mode can be useful when high-end devices such as
servers and edge-cloud components are directly connected to
the PKI core via PQKD. For instance, the certificate (chains)
can be carried through PQKD networks connecting high-
end devices as further in the network as possible. When the
certificates reach a component without PQKD infrastructure,
then one can follow the below approach.

Distribution via NIST PQC Schemes: This approach is akin
to the current conventional secure PKIs, wherein the certificates
are distributed to the users via a certificate chain. For example,
consider a smart-grid application, smart-meters are provisioned
along with their certificates via wireless connection (e.g., with
a handheld device on the field). This can be achieved by
establishing a secure channel via NIST PQC signature and
KEM standards as in [61]. Any NIST PQC signature, that is
suitable for the system attributes, can be used for this purpose.

D. Trustworthy Post-Quantum Machine Learning (TPQ-ML)

In Figure 7, we present a concrete example of an ML
algorithm (i.e., linear regression) that can be performed in a
distributed manner using MPC techniques to improve breach
resiliency (non-single point of failure), privacy (collusion) and
post-quantum security. We can see that most the operation in
the training phase can be realized solely of arithmetic MPC as
it only incurs addition H, multiplication X and exponentiation
exp operations (step 10). Thus, having good pre-computation
phase to generate Beaver arithmetic multiplication triples will
be of great benefit to the online evaluation of ML training.
On the other hand, the inference phase incurs mostly boolean
operations (comparison) (i.e., isEqual, isGreaterThan, Select)
to obtain the final inference class that the data sample has the
highest probability of belonging to among all possible classes.
This can be done efficiently by generating Beaver boolean
multiplication triples via hardware acceleration techniques and
optical network to reduce the transmission latency of transmit-
ting the garbled table at the beginning of the online evaluation.

IV. CONCLUSION

In this paper, we proposed a cryptographic architecture and
framework to usher trustworthy distributed cyber-infrastructures
in the post-quantum era. We aim to mitigate the resiliency
and long-term security challenges in cyber-infrastructures and
AI/ML applications that stem from the centrality and threat of
emerging quantum computers. The key element of our design is
Multi-Party Computation Quantum Network Core (MPC-QNC)
that harnesses the quantum-safe pairwise optical infrastructures,
QRNGs, and hardware-acceleration (e.g., GPUs) to enhance
the online and offline phase of MPC protocols, respectively.
We outline a hybrid distributed quantum-safe PKI (HDQPKI)
that thresholds a NIST PQC standard signature via MPC-QNC.
HDQPKI offers the best of PQKD and NIST PQC standards for
post-quantum security, while also providing breach-resiliency
against active adversaries. Finally, we discuss TPQ-ML that
exemplifies a privacy-preserving execution of ML algorithms
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(L;(w)1,...,(W)n) < DLR.Train( {xl,yz}l_l,L)'

1: Z, + MPC.Encode(Z;)

2: Set I« {0}C, set ITy;] « 1 for each i € {1,..., N}
3:fori=1...N do .

4: (@)1,...,{(x})n < MPC.Share(z})

5. (Ii)1,-.., (I;)n < MPC.Share(I;)

6: Init (wo) & FaxC and (8¢) « {0} for each ¢ € [C]

7: for i =1to T do > T': Predifined number of iterations
8: for j =1to N do

9: for c =1 to C do > T": Number of classes

(Nj,e) < (exp)(e, (wi—1[*, c]T> X
11 (3} () B (Ne)

(Z)1)

12: (Pje) + (Nj,e) W (’ﬁ)’l for each ¢ € [C]

13: for c:ltoCJ—ltoNdo

14: <{.7 ¢) < MPC.isEqual((y);,c)

}2 () = (3c) B (({Ij,e) — (Pj,e)) B (F)))

17: (wils,dT) = (w16 TY B (n @ (5.)) for each ¢ € [C]
(y; ) < DLR.Inference(Zp; (W)1, ..., (Wn)):

15: &, + Encode(Zp)

16: ((Zp)1,---,{(Tp)n) < MPC.Share(Zp)

17: (p) « —o0, (y) + —0
18: for c=1to C do

19: (pc)  (exp)(e, (wx, o T) B (&)
20: (b) < MPC. |sGreaterThan (pe), (P))
21: (y) < MPC.Select((b), (y), (c))

22: y < MPC.Open((y))
23: return (y)

Fig. 7: Distributed multinomial logistic regression with MPC.

over MPC-QNC, thereby enabling distributed trust and post-
quantum security simultaneously. Our proposed framework is
expected to offer new architectural elements and cryptographic
tool sets for domain experts to design their cyber-security
solutions while inspiring practitioners to develop trustworthy
applications for cyber-infrastructures in the post-quantum era.
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