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Resource-constrained Internet of Things (IoT) devices, from medical implants to small drones, must transmit
sensitive telemetry under adversarial wireless channels while operating under stringent computing and energy
budgets. Authenticated Encryption (AE) is essential for ensuring confidentiality, integrity, and authenticity.
However, existing lightweight AE standards lack forward-security guarantees, compact tag aggregation, and
offline-online (OO) optimizations required for modern high-throughput IoT pipelines. We introduce Diamond, the
first provable secure Forward-secure and Aggregate Authenticated Encryption (FAAE) framework that extends
and generalizes prior FAAE constructions through a lightweight key evolution mechanism, an OO-optimized
computation pipeline, and a set of performance-tiered instantiations tailored to heterogeneous IoT platforms.
Diamond substantially reduces amortized offline preprocessing (up to 47%) and achieves up to an order-of-
magnitude reduction in end-to-end latency for large telemetry batches. Our comprehensive evaluation across 64-bit
ARM Cortex-A72, 32-bit ARM Cortex-M4, and 8-bit AVR architectures confirms that Diamond consistently
outperforms baseline FAAE variants and NIST lightweight AE candidates across authenticated encryption
throughput and end-to-end verification latency while maintaining compact tag aggregation and strong breach
resilience. We formally prove the security of Diamond and provide two concrete instantiations optimized for
compliance and high efficiency. Our open-source release enables reproducibility and seamless integration into
IoT platforms.

CCS Concepts: * Security and Privacy — Cryptography.
Additional Key Words and Phrases: Lightweight Cryptography, AE, Wireless loT

1 INTRODUCTION

The rapid growth of modern cyber-physical infrastructures has driven the widespread deployment
of battery-powered embedded devices operating in unmanned and low-maintenance environments,
ranging from medical implants and wearable devices [34] to smart city sensors [44], autonomous
surveillance nodes [22], and unattended military ground sensors [31]. Such systems are increasingly
operating autonomously and interacting with remote services, forming large-scale, distributed Internet
of Things (IoT) networks for monitoring, analytics, and actuation [12].

Ensuring secure and efficient communication in constrained IoT networks remains challenging
due to the inherent constraints of IoT hardware, including limited computational capabilities,
restricted bandwidth, and stringent energy budgets [36, 38, 47]. IoT applications require robust
security guarantees of data confidentiality, integrity, and authenticity, particularly when transmitting
sensitive mission data or control instructions. Authenticated Encryption (AE) [7, 18, 29] provides
the aforementioned security services by combining Symmetric Encryption (SE) with Message
Authentication Codes (MACs), making it suitable for wireless and resource-constrained environments.
Although widely used AE schemes such as AES-GCM [26] benefit from hardware acceleration
and offer high throughput on many platforms [15], they do not fully leverage the potential of IoT
infrastructures through lightweight cryptography, nor do they address the unique performance and
security requirements imposed by the adversarial nature of unattended IoTs.

The compromise of long-term credentials remains a dominant attack vector in adversarial settings
where attackers obtain full (physical) access to embedded or resource-constrained platforms [35].
Forward security aims to mitigate the risk of exposure of long-term secret keys [4, 45]. In essence, it
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enforces key evolution such that exposure of the current secret key does not jeopardize confidentiality
or authenticity of data produced in prior time periods [8, 45]. In other words, secret keys are
updated forward in time (e.g., via a one-way function) so that past keys remain protected even after a
compromise event [2]. Thus, forward security is vital against several attack vectors (e.g., malware
and impersonation attacks) that target IoT networks [43]. Forward security is especially relevant
for IoT communication networks against eavesdropping attacks, where adversaries may passively
intercept encrypted traffic and later attempt decryption or tag forgery of encrypted data, given the
compromised secret keys. While previous works have applied forward security in both private-key
(e.g., symmetric encryption [2, 8, 23] and MACs [24, 48]) and public-key (e.g., digital signatures
[6, 28]) settings, it remains under-explored in symmetric-key AE settings [29].

In parallel, aggregation is crucial to improve the efficiency of wireless communication in low-power
wireless networks [42]. Aggregation compresses multiple per-message authentication tags into a
single, compact aggregate authenticator via algebraic (e.g., XOR-sums [17, 42]) or hash-based (e.g.,
cryptographic hash-based [24, 48]) compositions. Therefore, it reduces per-message communication
overhead and verification bandwidth, enabling high-throughput verification of large message batches.
Aggregation is vital for bandwidth- and energy-constrained networks (e.g., LoORaWAN, ZigBee)
where uplink rates are often limited to just a few kilobits per second. As such, aggregation has been
extensively used in digital signatures (e.g., [28]) and MACs (e.g., [24, 29, 40]). In contrast, only a
few works [29] propose aggregate MACs integrated into AEs.

Improving the efficiency of current AE standards is also equally critical for extending the energy
lifetime of battery-powered constrained devices and for improving the End-to-End (E2E) delay of
received data packets at the verifier side. OO cryptography amortizes the computational cost across
an offline precomputation phase, where expensive input-independent cryptographic operations are
performed, whereas the online phase executes constant-time input-dependent operations [13, 41].
Several works investigate OO properties in public-key (e.g., digital signature [33]) and symmetric-key
encryption (e.g., [13]). However, we observe that leveraging OO for AEs has been overlooked, with
only recent work [29] precomputing costly computations during the offline phase and demonstrating
substantial performance improvements compared to vanilla AE standards. In contrast, the NIST
lightweight AE standard, Ascon, does not possess OO capabilities due to its integrated sponge-based
structure [20], which shows the bias in comparing NIST lightweight cryptography against widely
used AE standards like AES-GCM.

In the following, we review related works, with an emphasis on the aforementioned properties.

1.1 Related Work and Limitations

Ascon [37] has been selected as the NIST Lightweight Cryptography (LWC) standard (NIST 800-232
standard) for both AE and hash functionalities. Although Ascon outperforms the currently deployed
AE standards—AES-GCM (NIST SP 800-38D) [32] and ChaCha20-Poly1305 (RFC 8439) [27]—on
small microcontrollers, it lacks OO cryptography, which stems from its sponge-based AE structure and
the design choices to meet lightweight and side-channel-resilience goals. In particular, its integrated
AE mode precludes ciphertext-independent AE structure, and its tag verification requires full payload
decryption, making it incompatible with desirable efficient verification and low end-to-end delay. As
noted in the NIST 800-232 standard [37], “Ascon is developed to offer a viable alternative when
the Advanced Encryption Standard (AES) may not perform optimally”. In this work, we provide a
comprehensive benchmarking and usage framework for AE standards, particularly when considering
forward security, aggregation, and OO precomputation.

AES-GCM [32] is one of the most widely deployed authenticated-encryption (AE) standards,
used in protocols such as DTLS 1.3 and IEEE 802.15.4 for constrained sensor and low-rate wireless
personal-area networks (LR-WPANs). ChaCha20-Poly1305 [27], is also mandated in TLS 1.3 as the
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preferred AE scheme for IoT-class processors (e.g., ARM Cortex-M) where hardware-accelerated
AES is unavailable or inefficient. Both AES-GCM and ChaCha20-Poly1305 follow the same high-
level design principle: (i) Counter (CTR) Mode of Encryption. providing OO Cryptography and
parallelizable key-stream generation [13]. (ii) Wegman-Carter MAC Authentication [7]. instantiated
with a fast universal hash function. AES-GCM employs AES-128 as its block cipher and GHASH (a
binary-field polynomial hash) for authentication. In contrast, ChaCha20-Poly 1305 uses the ChaCha20
stream cipher with Poly1305 as an efficient universal hash. Both AE standards can achieve OO
property, which is especially relevant for low encryption overhead and efficient batch verification with a
minimal end-to-end delay. Hiller et al. [13] showcase 75.9% latency reduction in encryption/decryption
using AES in the CTR mode of operation. In practice, AES-GCM achieves high performance on
platforms with specialized hardware instructions (e.g., AES-NI on Intel/AMD CPUs or embedded
cryptographic accelerators). For example, the AE runtime of AES-GCM can be reduced by up to
70% when harnessing OO cryptography techniques [29]. ChaCha20-Poly 1305, while typically slower
on hardware-accelerated platforms, provides consistently fast pure-software performance across
commodity hardware and low-end microcontrollers [7].

Existing AE primitives lack the aggregation property of authentication tags, i.e., they do not
support compressing multiple tags into a single compact authenticator via a keyless aggregation
method. In contrast, aggregation in the context of Aggregate MACs (AMACs) has been studied
extensively [14, 17, 21, 24, 40, 42, 48]. Hash-based AMACs (e.g., [24, 48]) instantiate aggregation
via recursive cryptographic hash calls and thereby inherit sequential immutability from the underlying
cryptographic hash function but incur higher computational cost. Another line of work employs
XOR-based aggregation (e.g., [9, 14, 21, 39, 40, 42]) due to its constant-time and linear-algebraic
simplicity. Wagner et al. [42] provide a systematic analysis of different XOR-based aggregation
methods across various communication channels, offering guidance on selecting the aggregation
method based on network topology and conditions. More recently, Wagner et al. [40] implement
aggregation methods on the Datagram Transport Layer Security (DTLS) 1.3 protocol and demonstrate
up to 50% improvement in goodput and 15% reduction in energy usage on an embedded testbed
equipped with an ARM Cortex-M4 microcontroller.

Existing work on forward security in symmetric-key cryptography originates with Bellare et
al. [2], which provides formal treatments and security for forward-secure MACs and encryption
but only briefly discusses AEs. In parallel, Ma et al. [24] proposed the first forward-secure and
aggregate MAC (FssAggMAC), combining key evolution and tag aggregation with order integrity.
Yavuz et al. [48] improved FssAggMAC by designing more efficient hash-based forward-secure
aggregate authentication tailored for unmanned sensor networks. Later, Hirose et al. [14] revisited
forward-secure AMACs with generalized constructions and formal security treatment. Beyond MACs,
forward-secure encryption has also been developed, including puncturable and revocation-friendly
primitives [11] as well as fast-forwardable key-evolution [8, 25].

To the best of our knowledge, no provable-secure FAAE primitive has been proposed. Prior works
address only forward-secure encryption and AMACs, none of which leverage full OO potential.

Overall, there is a large gap in the state-of-the-art in achieving a lightweight, breach-resilient,
precomputable, and compact authenticated encryption scheme, specifically tailored for constrained
IoT environments by leveraging the aforementioned security and performance properties.

1.2 Our Contributions

In this work, we propose Diamond, the first, to the best of our knowledge, provable-secure authenticated
encryption framework that simultaneously achieves OO cryptography, tag aggregation, and forward
security, ensuring minimal energy cost, low end-to-end delay with small bandwidth usage, and breach
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resilience against compromise attacks, which we believe to be attractive features towards efficient
and robust loT networks. The desirable properties of Diamond include the following:

o Provable-secure Forward-secure and Aggregate AE Framework (FAAE): Diamond introduces
a unified authenticated encryption framework that composes forward-secure key evolution with
sequential aggregate authentication via universal hash-based MACs. Diamond uncovers synergies
among forward-secure encryption and aggregate universal hash-based MACs overlooked by prior
approaches while being backwards compatible with current standards and implementations. Therefore,
it achieves modular construction in which per-message keys are evolved using lightweight pseudo-
random functions (PRFs), and authentication tags are incrementally compressible without dropping
unforgeability. Diamond achieves high efficiency and security while opening a path for alternative
constructions through generalizable integrations and ease of implementation.

e High Online Computation Efficiency via OO Cryptography: OO cryptography amortizes
input-independent cryptography computations into an offline stage, leveraging idle and power-transfer
periods, thereby reducing the online latency for performance-critical use-case scenarios. Although well-
studied for digital signatures, OO remain largely unexamined in the FAAE context. Diamond explores
the synergies of various universal MACs and AEs in OO settings and achieves a significant online
performance gain with only a modest increase in memory consumption. As highlighted in Table ?? and
Section 5, Diamond consistently outperforms vanilla FAAE standards during the online authenticated
encryption across architectures. For example, our Diamond, instantiation achieves up to 3.5X online
speedup for a batch of 1024 16-byte telemetry on 32-bit Cortex-M4 embedded processor, with only
32KB extra storage. Even under stringent computing constraints on an 8-bit AVR ATmega2560,
Diamond, exhibits high efficiency with 3.8x speedup compared to FAAE, (instantiated from the NIST
lightweight standard, Ascon [37]). In wearable medical settings, this results in significant savings in
battery life during online operations, as the next batch of OO keys can be supplied when the device is
recharged while telemetry is uploaded. In aerial drone applications, latency reduction can improve
flight safety and real-time telemetry transmission.

o Minimal Offline Preprocessing via Lightweight Key Evolution: In contrast to the key evolution
from cryptographic hashing in Graphene counterpart [29], Diamond employs a more lightweight
and computation-efficient evolution mechanism from PRFs, enabling fast update of key materials.
Diamond achieves up to 40% and 47% reductions in offline preprocessing runtime compared to
Graphene counterpart on two representative embedded platforms, a 64-bit ARM Cortex-A72
processor and an 8-bit AVR ATmega2560 microcontroller, respectively.

e Low End-to-End Verification Latency For Large Payload Batches: The proposed Diamond in-
stantiations substantially minimize the E2E verification latency by coupling lightweight universal
hashing and efficient online encryption. Our two instantiations, Diamond; and Diamond,, exhibit
efficient E2E scaling across message sizes (16-128 bytes). For example, when the IoT device is a
constrained 8-bit AVR ATmega2560 and the IoT server is a commodity hardware, Diamond; achieves
up to 3x lower E2E delay compared to baseline FAAE counterparts. The highly efficient variant
Diamond,, leveraging ChaCha20-Poly1305 (RFC standard), yields even higher acceleration with
8.1x lower E2E latency than Diamond; and up to 3.8x lower delay than the fastest NIST lightweight
FAAE counterparts across both 16-byte and 128-byte payloads.

e Comprehensive Benchmarks with Full-Fledged Implementation: We implemented Diamond on
commodity hardware (x86/64) and three constrained embedded devices: a 64-bit ARM Cortex-A72
processor, a 32-bit ARM Cortex-M4 microcontroller, and an 8-bit AVR ATmega2560 microcontroller.
Our performance results highlight the efficiency of each instantiation, guiding its application
context accordingly. To encourage public testing and reproducibility, we release our implementation
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at: https://github.com/SaifNouma/Diamond . To the best of our knowledge, Diamond is the first
comprehensive open-source FAAE framework on the aforementioned platforms.

1.3 Improvements over Preliminary Version

This work is an extension of our conference publication at [EEE MILCOM 2025 [29], with extended
algorithmic descriptions and optimizations, formal and in-depth security analysis, and extended
performance analysis. Our journal extension makes substantially expanded treatment, with more than
doubling technical content, and introduces the following major improvements and contributions:

1) Additional Experimental Evaluation and Analysis on Constrained Devices. We significantly
expand the performance analysis by incorporating two more constrained platforms, a 64-bit ARM
Cortex-A72 edge processor and an ultra-low-power 8-bit AVR ATmega2560, with full benchmarking
on Diamond instantiations and selected counterparts. Our extended analysis rigorously quantifies
offline/online execution, their energy usage on the 8-bit platform, and end-to-end (E2E) batch
verification latency. Diamond consistently outperforms Graphene on the selected platforms.

2) Comprehensive Algorithmic Formalization with Further Optimizations. We provide a
comprehensive formalization of the proposed scheme (Section 4). We elaborated the main building
blocks to construct Diamond: (i) forward-secure symmetric encryption based on counter mode of
operation and (ii) forward-secure and aggregate MAC based on Carter-Wegman construction, in
Fig. 3 and Fig. 4, respectively. Moreover, unlike hash-based key evolution used in initial Graphene,
Diamond employ a more efficient key evolution instantiated from pseudo-random functions (PRF).

3) Formal and In-Depth Security Analysis. We introduce formal security definitions and prove
that Diamond achieves forward-secure confidentiality, integrity, and authenticity in the standard
model (Section 6), through tight reductions to the pseudo-randomness of the underlying PRF and
the universality of the hash function. This yields minimal and transparent assumptions, which are
substantially stronger than those attained in the initial Graphene.

2 PRELIMINARIES
2.1 Notations

The notations and acronyms are described in Table 1.

Table 1. List of Notations, Acronyms, and Their Descriptions

Notation Description Acronym Description

X|lY Concatenation of variables X and Y IoT Internet of Things

1X| Bit length of variable X PRF Pseudo-Random Function

X & S X sampled uniformly at random from set S CTR Counter Mode (of encryption)

{0, 1}* Set of binary strings of arbitrary length 00 Offline-Online Cryptography

Z4 Finite field of order g [FISE [Forward-secure] Symmetric-key Encryption

X = {Xi,..., X,} Collection of items; x = \)}l [FI[A]JMAC [Forward-secure] [Aggregate] Message Authentication Codes

[FI[A]JAE [Forward-secure] [Aggregate] Authenticated Encryption

2.2 Building Blocks
In the following, we define the main cryptographic primitives used in our proposed scheme.
Family of Functions with Extended Properties. A family of functions is defined as follows:

DEFINITION 2.1. A family of functions is represented as (F «— {f : K X M — T°}) where K, M,
and T~ denote the key, input, and output space, respectively. We denote by k, m, and t the bit sizes of
K, M, and T, respectively. f is defined as follows:

- 7« fx(M): Given a key K € ‘K and an input M € M, it outputs T € T .
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DEFINITION 2.2. A family of functions F «— {f : K X M — T} is called a universal family of

hash functions (UH) if m < t and for all M, M’ € M with M # M’ and K & {0, 1}, Pr[UHg (M) =
UHi(M’)] < 277. Moreover, UH is e-almost universal if VM # M’, Pr[UH, (M) = UH,(M")] < e.

DEeFINITION 2.3. A family of functions F «— {f : Kx M — T} is called a family of pseudo-random
functions PRF if a random function PF «— {PRFx : M — T,VYK € K} is indistinguishable from a
random function uniformly selected from the set ¥ = {f : M — T} having domain M and range T .

DEFINITION 2.4. A pseudo-random generator (PRG) is a function PRG : K — K X T that extends
a uniformly random input K € K to a longer random string (K’,Y) € K X T

DEFINITION 2.5. A forward-secure pseudo-random generator (FPRG) is a scheme initially introduced
by Bellare et al. [2] and consists of two algorithms FPRG = (Kg, Upd), defined as follows:

- 81 « FPRG.Kg(1%, n): Given security parameter x, it outputs an initial key Si.
- (Si+1, Ki) « FPRG.Upd(S;): Given S, it returns Si11 and a key K; if i < n and L otherwise.

Bellare et al. [2] describes how FPRG with FPRG.Upd : K — K X 7 can be constructed from a
secure PRF : K X M — 7 via FPRG.Upd(K;) — PRF(K;, 1)||... ||PRF(K;, [ ), Vi=1,...,n.

T

Message Authentication Codes (MAC). A MAC enables a receiver to verify the integrity of message
M via an authentication tag ¢ after transmission, given a shared secret key K. Formally:

DEeFINITION 2.6. A Message Authentication Code MAC = (Kg, Sign, Ver) is a triple of algorithms:

- k « MAC.Kg(1%): It takes the security parameter k, and generates a secret key K & K ={0,1}*.
- 0 « MAC.Sign(K, M): It takes K € K and a message M € M, and outputs a tag o € T .
- b« MAC.Ver(K, M, o): It outputs b = 1 if (M, o)-pair is valid, or b = 0 otherwise.

Carter-Wegman Construction. A MAC scheme can be instantiated via Carter-Wegman [10] given an
e-almost universal hash (UH) and a secure PRF. Formally, a universal MAC (UMAC) is defined as follows:

UMAC.Sign((Ky, K3), M, N) = UH(K;, M) + PRF(K;, N), where K;,K, € K,M € M, and N € N,

That is, UMAC consists of a nonce-based MAC: given a message M € M, it computes a tag
o « UMAC.Sign((Ky, Kz2), M, N) where PRF(K,, N) can be precomputed during the offline phase.

DEerINITION 2.7. A forward-secure and sequential-aggergate message authentication code FAMAC =
(Kg, Sign, Upd, Agg, AVer) consists of five algorithms:
- K; « FAMAC.Kg(1%, n): It takes the security parameter x, the maximum number of generated tags

n, and generates an initial secret key K; <$— K = {0, 1}*.

- 0; < FAMAC.Sign(K;, M;): It takes K; € K and a message M; € M, and outputs a tag o; € T .

- b « FAMAC.AVer(Ki, My i, 01;): Given Ky, it outputs b = 1 if (My,;,01;) is valid, or b = 0
otherwise.

- Kjy1 « FAMAC.Upd(K;j, n): It takes K; € K and n, and outputs K;1 if i < n and L otherwise.

- oy,41 < FAMAC.Agg(01,, 0i+1): Given a forward-secure and aggregate tag oy; and current tag
Oi+1, It returns a constant-size aggregate tag O1,i+1-

Symmetric Encryption (SE). A symmetric encryption (SE) ensures the confidentiality of transmitted
data between two parties given a shared secret key K. Formally, SE is defined as follows:
DEerINITION 2.8. A symmetric encryption scheme SE = (Kg, Enc, Dec) is a triple of algorithms:

- K « SE.Kg(1%): Given the security parameter 1%, it returns a secret key K.
- C « SE.Enc(K, M): Given a secret key K € K a message M € M, it returns a ciphertext C € T .
- M" « SE.Dec(K,C): Given a secret key K € K and a ciphertext C € T, it returns a plaintext M'.
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DEerINITION 2.9. A forward-secure symmetric encryption scheme FSE = (Kg, Enc, Dec, Upd)

consists of four algorithms and is presented as follows:

- Ky « FSE.Kg(1%, n): Given the security parameter k € K and the maximum number of encryptions
n, it returns an initial secret key Kj.

- C; « FSE.Enc(K;, M;): Given K; € K a message M; € M, it returns a ciphertext C; € T .

- M} « FSE.Dec(K,C): Given a secret key K; € K and a ciphertext C; € T, it returns a plaintext
M.

- Kj41 « FSE.Upd(K;, n): It takes K; € K and n, and outputs K11 if i < n and L otherwise.

3 MODELS

System Model.
Our system model consists of two primary entities, as illustrated in Fig. 1:

————————— N Collected Telemetry
~ loT Device TR © | loT Server
esie

Execution
Mode

~~ -

@ Passive Attacks
@ Active Attacks
@ Key Compromise

Fig. 1. Our system and threat models

- Resource-constrained IoT devices. (e.g., implantable medical sensors, autonomous unmanned
aerial vehicles (UAVs), and smart-city robots) operate in adversarial and bandwidth-limited
environments under stringent constraints on storage, memory, computation, and energy budgets.
These endpoints continuously produce high-value telemetry (e.g., biomedical signals, flight stability
parameters, or navigation/obstacle avoidance traces) that must remain confidentiality- and integrity-
protected [28, 46]. Such store-and-forward pipelines arise in numerous domains, including but
not limited to (i) Medical IoT (IoMT). Implantable glucose monitors and medical pacemakers
periodically transmit physiological measurements to a patient-held gateway for clinical triage [34].
In adversarial settings, hackers exploit vulnerabilities (e.g., in Medtronic devices) to enable remote
tampering that could alter insulin delivery or pacemaker rhythms, potentially endangering lives. (ii)
Autonomous UAV swarms. Low-power drones perform reconnaissance and/or disaster-response
mapping and generate mission telemetry that is stored and later relayed to a nearby edge node
[31]. In 2024, the Federal Aviation Administration (FAA) estimates 2.8 million small drones in US
airspace!, which underscores the critical need for trustworthy and secure communication in drone
networks, especially amid escalating cyber threats?.

- IoT Server (Edge Verifier). is a storage- and computation-resourceful entity, being a patient’s
phone or a clinical gateway in IoMT, or a nearby access point in smart-home and smart-city
applications. Upon receiving encrypted/authenticated payloads, the server performs verification
and decryption and optionally offloads the data to a cloud server for analytics and autonomous
actuation. We assume that the two main entities pre-share an initial secret key.

FAAE Model. A Forward-secure and sub-Aggregate Authenticated Encryption (FAAE) aims to
achieve the security of both FSE and FAMAC, i.e., data confidentiality of the communicated traffic and

Thttps://www.faa.gov/data_research/aviation/aerospace_forecasts/2025-uas-and-aam-summary.pdf
2https://www.trendmicro.com/en_us/research/25/e/earth-ammit.html
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data integrity and authenticity of generated encrypted data. Formally, an FAAE scheme consists of
five algorithms (Kg, Upd, AuthEnc, Agg, AverDec):

- K; « FAAE.Kg(1%, n,b): Given the security parameter 1, the maximum messages to be processed
n, and the batch size b, it returns an initial secret key K. Kj contain a single key when instantiated
with a unified AE or multiple keys in case of generic AE construction via FSE and an FAMAC.

- K41 <« FAAE.Upd(K;41): Given the current secret key Kj, it returns an updated Kj, 1.

- (G, 07) « FAAE.AuthEnc(K;, M;): Given the current secret key K; and a message M;, it returns a
ciphertext C; and its corresponding authentication tag o;.

- 0i,.i,+1 < FAAE.Agg(0i, i,, 0i,+1): Given an aggregate tag oy, ;, and oi,+1, it returns oy, j,+1.

- M; « FAAE.AVerDec(K;, C;, 0ii+p—1): Given the current secret key K;, a batch of ciphertexts
Ci = (Ci,...,Ciyp-1), and an aggregate tag o;;4p—1, it returns the batch of plaintexts M; :=
(M;, ..., Mip—) if and only if the pair (C;, 0; ;15—1) is valid.

The maximum number of messages to be processed n is divided into | 7 | epochs, each epoch
contains b messages. As illustrated in Fig. 2, the sender (IoT device) evolves the private key by
invoking FAAE . Upd(.) after every FAAE. AuthEnc(.) call. Then, it aggregates the current tag o; with
the aggregate tag in the current epoch by invoking FAAE . Agg(.) algorithm, except for the first tag in
each epoch. Overall, FAAE enable the sender to reduce the communication overhead from O(n) into
an adjustable O(7) based on the epoch size b.

| 1. (Cj, 03) < FAAE.AuthEnc(K;, M;) i

2. Kis1 « FAAE.Agg(K;) |

3. Oii — Oj 3

|

|

L (Ci,014p-1) < FAAE-AUthEnC(Ki+b—1’Mi+b—1)
2. K;yp < FAAE.Ag9(Kirp—1)

>

|
|
|
|
|
|
|
|
|
|
|
|
|
| |
| |
! 3.05i4p-1 < FAAE.AQQ(0ji4p—2, Oisp-1) |
| |
| (Ci « (Cir-.,Cisp_1)Oiisp—1) | Mi < FAAE.AVerDec(K, Ci,0;p—1)
(Mi = (Mi’ .- "Mi+h—1))

Fig. 2. FAAE Communication Flow

Threat Model. We assume a probabilistic polynomial-time (PPT) adversary A capable of:

i. Eavesdropping attacks. monitoring and analyzing encrypted traffic over wireless channels.
ii. Active attacks. Modifying, dropping, or relaying encrypted data over communication channels.
iii. Key compromise attacks. Extracting the device’s long-term secret keys during a system breach
(e.g., malware) or a physical compromise (e.g., small drone captured). Upon a break-in, A aims
to decrypt previously intercepted traffic using compromised secret keys and forge forward-secure
and aggregate tags.

4 PROPOSED SCHEMES

A standard FAAE scheme typically applies conventional encryption with an HMAC. Its aggregation
and forward security mechanisms are built on only a standard hash function [23]. However, this
construction falls short of achieving the high efficiency and desirable properties outlined in Section 1,
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such as precomputation OO capabilities for minimal online latency, flexible aggregation modes, all
essential for our system model. While prior MACs have explored precomputation, these efforts were
isolated, neglecting key evolution and encryption. In this work, we introduce Diamond an improved
variant of Graphene and is designed to deliver near-optimal online computational efficiency and
compactness, tailored for resource-constrained IoT environments.

Our generic Diamond construction instantiates an FAAE scheme by combining counter-mode
(CTR) encryption with a universal MAC scheme (UMAC) following Encrypt-then-MAC construction
[1], thereby allowing for efficient online running time thanks to the offline precomputation of both
components. Diamond rely on FPRG to transform CTR-based SE and UMAC into an FSE and FAMAC.

Given the security parameter x and the block size ¢ of the block cipher used in FSE, we define
PRF; : {0,1}* x {0,1}¥ — {0,1}¢ and PRF, : {0, 1}* x {0,1}* — {0, 1}* as two PRF functions. For a
maximum time periods of n, we instantiate FPRG based on PRF, as follows:

FPRG.Upd(S;) « (PRF(S;,0),PRF,(S;,1)),¥i=1,...,n

In the following, we present the building blocks of our proposed scheme Diamond: the generic
constructions of FSE and FAMAC via CTR-based Enc and UMAC schemes, respectively.

4.1 Generic FSE Construction

Fig. 3 depicts the algorithmic description of our proposed CTR-based FSE construction. FSE is
composed of the encryption scheme (SE) and the forward-secure pseudo-random generator (FPRG),
where SE is instantiated using a PRF in the CTR mode of operation. Our construction harnesses
the OO capabilities of CTR mode and batch precomputation of forward-secure private keys, thus
enabling highly efficient online runtime during encryption and decryption phases.

4.1.1  Algorithmic Description. The key generation algorithm (FSE.Kg) accepts the security
parameter k and the maximum number of encryption operations n. Then, it generates an initial
FPRG state S; and the private key K;. FSE generates an initial internal state St that contains the current
iteration i and randomly generated counter ctr to be used in the CTR-based encryption. We set the
FSE secret key K, which contains the FPRG internal state for the next time period and its secret key.

K; « FSE.Kg(1%,n): C; — online(M;, C;)
15 & {o,1)% S:forj=1,....[m/¢]do
2: (S2,K;) « FPRG.Upd(S;) 6: C;=CioM;
3: St (i « Lctr « {0,1}") 7: return C; — Cil...[ICY,,,
4: return K; «— (K3, S2) m

Kiyy < FSE.Upd(K;) if i > n then abort M; < FSE.Dec(Ky, Ci):

1: (Si+2. Kis1) < FPRG.Upd(Sis1) M; < offline(K;, ctr)

2: St « (i « i+1,ctr « ctr + [m/t] mod 2¢) Liforj=1,.., [c/€] do

3: return K11 — (K1, Siv2) 2: M]’ « PRF{(K;, ctr + j)

; 3: K+ « FSE.Upd(K;)
C,é(— FSE.FHC;{K,',Mi). 4: Mi - MI'H o ||M|CL/’,‘

1 f%‘m M; — online(Ci,Mi)
forj=1,... o —_—

). JC < PRE ?} ctr+ ) 5:forj=1,...,[m/t]do

3' 4 ! z | / 6 M« M eC
. Ky — FSE.Upd(K; ) : ,

4: ¢ ‘—é;”--»Hé' 7: return M; <—M1||...||Mfcm

[m/e]

Fig. 3. CTR-based FSE with OO Capability
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The encryption algorithm (FSE.Enc) accepts the private key K; and a message M;, and is
decomposed into two phases: (i) offline phase. computes a pre-ciphertext C; using PRF evaluations
on the incremental counter ctr, where the PRF calls are determined based on the number of input
chunks w.r.t PRF block size £. Moreover, the private key is updated for the next time period. The latter
ensures forward security of the FSE before transitioning to online stage. (ii) online phase. computes
the ciphertext C; by XORing each chunk M]’. of message M; with the corresponding pre-ciphertext
chunk. Note that the computational overhead of the online encryption is optimal with merely [m/¢]
bitwise XOR operations of ¢-bit strings, while the offline computational overhead equals [m/£]
PRF evaluations and one key update via FSE.Upd. The latter (FSE.Upd) evolves the private key K
via FPRG and increments the counter ctr by [m/£] modulo 2¢.

The decryption algorithm (FSE.Dec) proceeds akin to the encryption algorithm (FSE.Enc) except
that it accepts as input the current private key K; and the ciphertext C; instead of the plaintext M;.

4.1.2 Instantiations. We propose different instantiations of CTR-based FSE using different block
ciphers. (1) AES-128. AES-128 is the most widely standardized block cipher, with a 128-bit block
size and strong security guarantees against known cryptanalysis. Using AES-128 in CTR mode allows
FSE to benefit from well-established hardware support, particularly the AES-NI instruction set on
modern CPUs and specialized cryptographic processors on constrained IoT devices. (2) Chacha20.
Chacha20 is a stream cipher based on ARX (add-rotate—xor) operations and is designed for efficiency
in software and resistance against side-channel attacks. Chacha20 processes data in 512-bit blocks
(64 bytes), and requires fewer data-dependent operations, therefore incurs lower instruction overhead
compared to AES when hardware acceleration is unavailable.

4.2 Generic FAMAC Construction

Fig. 4 illustrates the algorithmic description of our proposed universal FAMAC construction. It
harnesses the OO properties of the universal MAC as described in Def. 2.2 to efficiently compute the
MAC authentication tag during online runtime using a single UH evaluation.

4.2.1 Algorithmic Description. The key generation (FAMAC.Kg) accepts the security parameter
1%, the epoch size b, and an aggregation flag f,,,. We investigate different aggregation methods in
FAMAC.Agg: (1) Hash-based Accumulator: computes a digest using a cryptographic hash function.
It is an immutable aggregation (i.e., o « H(o1||02)). (2) Bitwise XOR: is an efficient aggregation
using XOR operations proportional to tag size. (3) Modular Addition: suitable for UMACs (e.g., Linear
Congruential MAC (LC) [10]) where aggregation is performed via a modular addition (Add,). This
aggregation is additively homomorphic, allowing efficient batch verification. FAMAC.Kg generates
two FPRG states and computes initial private keys for UMAC components (i.e., UH and PRF).

The tag generation algorithm (FAMAC.Sign) is split into two stages: (i) offline: accepts the private
key K; and computes the PRF component in the underlying UMAC (i.e., 6;) and updates the PRF’s private
key. (ii) online: computes the remaining computation to generate the authentication tag o; and update
the UH-related private key component. Unlike the CTR-based FSE, the FAMAC’s key update algorithm
(FAMAC.Upd) can be invoked from both offline (steps 1-2 in FAMAC. Upd) and online (steps 3-5) stages
of the tag generation (FAMAC. Sign), or independently after the execution of FAMAC. Sign.

The tag verification algorithm (FAMAC. AVer) verifies a batch of received messages and a constant-
size aggregate tag. During the offline stage, it computes individual PRF outputs and sequentially
aggregates to obtain a constant-size digest ¢; ;+5—;. During the online stage, it computes individual
UH outputs and sequentially aggregates into 0; ;+5—1. The aggregate authentication tag is computed by
aggregating the final PRF and UH outputs via FAMAC. Agg.
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Ky « FAMAC.Kg(1%,n, b, fagg): o; <« FAMAC.Sign(K;, M;):

1: SPRF & (0,1}% and (SPRF, KPR¥)  FPRG.Upd(SFRF) N &%)

2: U & (0,1)% and (SU, KUF)  FPRG.Upd(SU) 20 KPR FZAMAlC_I}pd(KfRF)

3¢ KIN o (KPR, SE%) and KO o (KU, S0%) 1 online (Ko Mo 30)

4: St; — (i< 1) Lo UH A7

5: return K; « (KPRF, K¥) Z Zi : ffi’n M)
< — 5: K — FAMAC.Upd(K®)

i+1 < FAMAC.Upd(K;) if i > n then abort 6: return o;

1: if K; = (K", K;™) or K; = K;PXF then

2: (SPRFKPRF)  FPRG.Upd(SPRF b « FAMAC.AVer(Ki, M;, 0ip-1):

3: if K; = (K;7%, K;™) or K; = K;"™ then Giirb—1 — offline(K;)

4 (ST, K[ « FPRG.Upd(S}F 1: forj=1i,..., i+b-1do

51 Sty < (i+1) 2: & — PRE (KPR, )

6: return Kiyy 3: & « FAMAC.Agg(&;,-1,67)
iy ip+1 < FAMAC.AgQ(0i, iy, Oiy+1): Tequire iy mod b = 4 Kjl')le - FAMAC'Upd(KJI'JRF)
Tandip —i; < b b «— online(K;, M;, 6; j4b-1)

12 if fagy = H then o, iy+1 < H(0iyiy [|0iy41) 5:forj=1i,..., i+b-1do

20 if fagg = @ then 07 iy11 — Oip iy @ Oigs1 6.  &; « UH(K;, M))

3t if fagg = Addg then 03 1,11 — 0y iy + Oiye1 mod q 7: Gi,j < FAMAC.Agg(Gi,j-1,5;)

4: return oy jy41 8: Kjufl — FAMAC.Upd(KJI.JH)

9: 0],y < FAMAC.AgQ(6yi+b—1, Giivb-1)
10: if 0y j4b-1 = U;,i+b—1 then return 1 else return 0

Fig. 4. Universal FAMAC with OO Capability

4.2.2 Instantiations. We propose two main instantiations of the universal FAMAC construction, each
differing in the choice of the underlying universal hash function UH, while both PRF; and PRF, are
instantiated with the AES block cipher. These instantiations are designed to cover a range of efficiency
and hardware/software trade-offs while preserving the theoretical security guarantees.

(1) GHASH. This variant uses the widely deployed GHASH universal hash function [26] as
UH. GHASH computes UH(K, M) by interpreting each 128-bit message block as an element of the
finite field GF(2!%8) and evaluating a polynomial under multiplication by a secret hash subkey
K € GF(2'%®). For a message M split into g = [m/16] blocks {M]}, GHASH computes UH(K, M) =
(M -K®M,)-K&--- & M) - K where multiplication is performed modulo the irreducible
polynomial x'28 + x7 + x% + x + 1. GHASH is an e-almost-universal UH with ¢ = 27'% for 16-byte
blocks. It is highly efficient in software and hardware, relying solely on XOR operations and carry-less
multiplications over GF(2!2). GHASH is the standard UH in GCM mode of operation and is widely
used in TLS, IPsec, and IEEE 802.1AE (MACsec).

(2) Polyl305. This variant employs the widely used Polyl305 universal hash function [3] as UH.
Poly1305 computes UH(K, M) = (XL C; - K97') (mod 2'*° — 5), where K is 128-bit secret key

derived from a PRF and {C; « f (M)}?::lfm/ 11 are evaluations of message blocks via a function f
[3]. Poly1305 is e-almost-universal UH with £ = 271 for 16-byte blocks. It is highly efficient in
software, leveraging 64-bit integer arithmetic and available vector instructions. This instantiation
offers provable security and high performance on general-purpose CPUs and 32-bit microcontrollers
(e.g., ARM Cortex M4). Poly1305 is widely used in numerous protocols (e.g., TLS 1.3) and present

in standard-compliant security frameworks (e.g., OpenSSL, WireGuard).
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4.3 Generic Diamond Contruction

Saif E. Nouma, Gokhan Mumcu, and Attila A. Yavuz

Fig. 5 and Fig. 6 illustrate the overview design and algorithmic description of our proposed
Diamond framework, respectively. It consists of an Encrypt-then-MAC construction of the CTR-based
FSE and the universal FAMAC schemes while harnessing offline batch precomputation.

{(C;, &) — Diamond. AuthEnc-Offline(Kj)}}*P~*
(M [ G ][5 ] [ M Cis [y | [ Mi [Cispa[Bisn]
FSE.Online i FSE.Online Cit1
o N o [
Ki y Kit v »| Upd
) o ) - Cis1
FAMAC .Online o; FAMAC . Online Oi1
Diamond. AuthEnc-Online Diamond. AuthEnc-Online Cisp
Cijirb-1
L [ | .- Giien 1

Fig. 5. Overview of Diamond Framework

K; « Diamond.Kg(1%,n,b, fagg):
¢ KFSE — FSE.Kg(1%,n)
: KFAYMAC  FAMAC.Kg(1%,n,b.
BT -Kg(1%,n, ,fagg)

1
2
3: St — (i — Letr & {0,1)%)
4: return Ky « (KTSE, KTAMAC)

[ NIV}

(Ci, 04) « online (K;, M;, Ci,67)

: C; « FSE.Enc-online(M;, C;)
L0 — FAMAC.Sign—online(KfAMAc,Ci,zf,»)
: return (C;, 0;)

M; < Diamond.AVerDec(K;, Ci, 0j i+b-1):

Ki+1 < Diamond.Upd(Kj) if i > n then abort
: Kis1’ « FSE.Upd(K;')
. Kin” « FAMAC.Upd(K;""")
1 St — (i — i+ 1,ctr « ctr+[m/t] mod 2¥)
return K41 — (Kiy1', Kis1”')

AWM —

iy ip+1 < Diamond.Agg(oi, iy, Tip+1):

—_

1 iy ip+1 < FAMAC(0iy iy, 04y )
: return oy, iy +1

N

(Cj, 0i) < Diamond.AuthEnc(K;, M;):
(Ci.61) < offine (Ki)
1: G « FSE.Enc-offline(KFSE)
2: &; « FAMAC.Sign-offline(KFAUAC)

P M — (M, ...
: Giisb-1 — FAMAC.AVer-offline(K}*AC)

: return M; «— (M;,. ..

(M3, 6510p-1) — offline (K;)

cforj=1i,...,i+b—-1do

M; — FSE.Dec—offline(KfSE)
,Mi+b—1)

M; — online (Ki, Ci, My, 51 14p-1)

: b — FAMAC.AVer-online(K™AC C;, 6 54p-1)
: if b = 0 then return L
cforj=1,...

,i+b—-1do
M; < FSE.Dec-online(Cj, M;)
,Mi+h—1)

Fig. 6. Generic Diamond Framework

4.3.1 Algorithmic Description. The key generation algorithm (Diamond.Kg) accepts the security
parameter k, the maximum AuthEnc(.) operations n, the epoch size b, and an aggregation flag
fagg- It initializes independent key states for the forward-secure encryption scheme (FSE) and the
forward-secure MAC scheme (FAMAC). An internal variable St; = (i, ctr) is maintained, where i is the
epoch index and ctr is a counter initialized at random. The initial secret key Kj is returned. At each
iteration, the encryption and MAC secret keys are updated using their respective update algorithms.
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The counter is increased by the number of consumed blocks [%], and the previous secret key is
securely deleted to ensure forward security.

To encrypt then authenticate a message M;, Diamond . AuthEnc incurs two stages: (i) Offfine phase.
It precomputes C; and &; using FSE and FAMAC. (ii) Online phase. It compute ciphertext C; and partial
authentication tag 4;. Finally, it outputs the ciphertext-tag pair (M;, o).

To perform verified decryption of a batch of ciphertexts, Diamond.AVerDec first performs: (i)
Offline phase. Precompute decryption masks {M ;} and the partial aggregate tag &; j4p—1. (if) Online
phase. Verify the aggregate tag via FAMAC. AVer-online. If verification fails, output L. Otherwise,
decrypt each ciphertext C; as M; = FSE.Dec—online(Cj,Mj) and return (M, ..., Mip_1).

Upon every AuthEnc operation at iteration i, the sender securely deletes the (precomputed) keys.

4.3.2 Instantiations. We present two instantiations of Diamond by selecting AES-128 as the
underlying PRF, and deriving the designs from the PRF; and the universal hash UH functions
embedded within the corresponding FSE and FAMAC construction, respectively:

(1) Diamond,. This variant integrates AES-128 as the stream cipher in the FSE algorithm and
employs GHash as the universal hash function in FAMAC. GHash operates over the finite field
F,us and provides 272 universality, making Diamond; a strong, standard-compliant instantiation
with the NIST security recommendations. The key update mechanism leverages a forward-secure
pseudo-random generator (FPRG) instantiated with AES-128, which provide resilience against key
compromise. We selected XOR-based aggregation to provide high efficient and minimal energy usage,
unlike cryptographic hashing or modular addition.

(2) Diamond,. This configuration integrates ChaCha20 with Poly1305 in the FSE and FAMAC algo-
rithms, respectively, following the well-established AE construction [19]. Poly1305 operates modulo
2130 — 5 and achieves 271%-universality, offering a strong security-performance balance for embedded
and real-time systems. Compared to Diamond;, Diamond, is optimized for software-centric and
ARM-based platforms, which benefit from the ChaCha20 ARX design and Poly1305 high efficiency.
Similar to Diamond,, the key-update procedure relies on AES-128-based FPRG for forward-secure
key evolution, while we also opt for XOR-based aggregation akin to Diamond;.

5 PERFORMANCE EVALUATION

This section presents a detailed performance analysis of our proposed Diamond framework and its
building blocks. We assess Diamond with FAAE counterparts from existing AE standards.

5.1 Evaluation Setup

Hardware Configuration. We experimentally evaluate the performance of the generic Diamond frame-
work instantiated with its underlying FSE and FAMAC building blocks across a heterogeneous set of
embedded and commodity hardware platforms. This cross-platform evaluation allows us to quantify
the efficiency and scalability of Diamond under different computational and memory constraints,
ranging from resource-constrained 8-bit microcontrollers (MCUs) to high-end general-purpose
processors. The experimental platforms are summarized in Table 2:

1. Commodity Hardware (baseline, x86_64). As our reference platform, we use a desktop equipped
with an Intel Core 19-9900K @ 3.6 GHz and 64GB of DDR4 memory. We consider optimizations such
as AES-NI and AVX2 instruction sets, enabling hardware-accelerated evaluation of the AES-based
instantiations of both FSE and FAMAC building blocks.

2. ARM Cortex A72 (edge-class, 64-bit). To assess Graphene’s performance on low-end edge devices,
we use a Raspberry Pi 4 Model B featuring a 64-bit quad-core ARM Cortex-A72 SoC @ 1.8 GHz and
equipped with 2GB of SDRAM memory. This platform represents a mid-tier embedded processor

, Vol. 1, No. 1, Article . Publication date: December 2025.



14 Saif E. Nouma, Gokhan Mumcu, and Attila A. Yavuz

(e.g., found in IoT gateways), therefore allowing the scalability assessment of Graphene in moderately
constrained environments without hardware-based cryptographic accelerators.

3. ARM Cortex-M4 (MCU-class, 32-bit). For the MCU category, we use STM32F439Z1 that integrates
a 32-bit ARM Cortex-M4 @ 168MHz, with 2MB of flash and 256KB of SRAM. It features a
hardware cryptographic accelerator supporting AES-128,192,256, SHA-256, and HMAC primitives.
The Cortex-M4 architecture is a canonical representative of resource-constrained IoT devices.

4. AVR ATmega2560 (constrained MCU, 8-bit). For constrained MCUs, we use an Arduino Mega 2560
board based on the 8-bit AVR ATmega2560 @ 16MHz, equipped with 256KB of flash memory and
8KB of SRAM. This platform represents low-end devices without hardware acceleration. Thus, it
enables characterizing its minimal footprint and the performance of lightweight instantiations of
FSE and FAMAC under high resource constraints.

Table 2. Hardware configurations of our selected platforms.

Characteristic x86_64 Cortex-A72 Cortex-M4 AVR ATmega2560
CPU Architecture 64-bit CISC (Intel Core i9-9900K)  64-bit RISC (ARMV8-A)  32-bit RISC (ARMV7E-M) 8-bit RISC (AVR)
Core Configuration 8 cores / 16 threads Quad-core Single-core Single-core
Frequency 3.6 GHz 1.8 GHz 168 MHz 16 MHz
Memory (SRAM/DRAM) 64 GB DDR4 2 GB SDRAM 256 KB SRAM 8 KB SRAM
Flash Storage - microSD / external 2 MB 256 KB
Crypto Acceleration AES-NI, AVX2 None AES, SHA-256, HMAC None

Power Class High-performance desktop Edge-class (IoT gateway) Low-power MCU Ultra-low-power MCU

Software Configuration. Throughout the different heterogeneous platforms, we carefully select
standard-compliant and most efficient libraries and open-source implementations, as follows:

1. On Commodity Hardware. We use OpenSSL3 to implement cryptographic primitives (e.g.,
cryptographic hash functions, universal hash functions, and PRF functions).

2. On Edge Class. We use a cross-compiled build of OpenSSL targeting ARM Cortex-A72.

3. On MCU Class. We use wolfSSL# for Cortex-M4, given its compliance with cryptographic
standards (e.g., FIPS 140-2/3, TLS 1.3) and optimized performance for embedded targets.

4. On 8-bit MCUs. To the best of our knowledge, there exist only a limited number of crypto-
graphic software libraries, each offering a distinct and often incomplete set of implementations
for fundamental cryptographic primitives. Consequently, no available library provides a unified,
performance-optimized solution in order to implement Diamond variants. For instance, the Arduino
Cryptography Library> offers the essential primitives required to instantiate Graphene. However, it
lacks optimizations (e.g., at the assembly level). Furthermore, its object-oriented design introduces
non-negligible computational and memory overheads. Likewise, the AVR-Crypto-Lib® was imple-
mented in C and Assembly, and is over a decade old. It also does not support the Poly1305 universal
hash function and integrated authenticated encryptions, which are integral for our performance analy-
sis. The pNaCl framework” [16], also outdated by more than a decade and provides only Poly1305
as a universal hash and SHA-512 as its sole cryptographic hash function. In parallel, Cardoso et
al. [5] proposed a unified authenticated encryption evaluation framework that includes existing
implementations from earlier libraries. In our work, we benchmark our deployed cryptographic
primitives across the aforementioned libraries and select the most efficient implementation.

3https://github.com/openssl/openssl
“https://github.com/wolfSSL/wolfssl/tree/master/IDE/STM32Cube
Shttps://github.com/rweather/arduinolibs
Shttps://github.com/cantora/avr-crypto-lib
7https://munacl.cryptojedi.org/atmega.shtml

, Vol. 1, No. 1, Article . Publication date: December 2025.


https://github.com/openssl/openssl
https://github.com/wolfSSL/wolfssl/tree/master/IDE/STM32Cube
https://github.com/rweather/arduinolibs
https://github.com/cantora/avr-crypto-lib
https://munacl.cryptojedi.org/atmega.shtml

Diamond: Design and Implementation of Breach-Resilient Authenticated Encryption Framework For Internet of Thingd5

Table 3. Components and parameters in FAAE (Ascon), Graphene, and Diamond schemes.

Scheme PRF, (in FSE) UH (in FAMAC) Key Update Aggregation
Name Type Key/State Name Modulus Universality Method Operator
FAAE, AES-128-GCM (integrated) HASH(SHA-256) XOR
FAAE, Asconl28a (integrated) HASH(AsconHash256) XOR
Graphene, AES-128 SPN 128 /128 GHASH 2128 27128 HASH(SHA-256) XOR
Graphene, ChaCha20 ARX 256/512 Polyl305 2% -5 27103 HASH(SHA-256) XOR
Diamond; AES-128 SPN  128/128 GHASH 2128 27128 FPRG(AES-128) XOR
Diamond, ChaCha20 ARX 256/512 Polyl305 2'30-5 27103 FPRG(AES-128) XOR
—e FAAE‘; » —e FAAE‘; » 175+ —o— FAAé;
o 50" o Fang, D 100/ ~= FAAE, o = FAAE, /
X s —&— Graphene; X —e— Graphene, ¥ 150" ¢ Graphene, | /
g T e $ o 7 Sronene B1as T Sronene: /
g 407 piamond, :% o +— Diamond; g 100/ — Diamond; | /’
£ g / g
a o a0 a /
29, - ~ a a 7
g //«/ g /,m/ = g » /,41’/
o & & o & o o-—=%— & & T & | 0 —& & ¢ &
1 4 16 64 256 1024 1 4 16 64 256 1024 1 4 16 64 256 1024
Batch Size (b) Batch Size (b) Batch Size (b)
(a) m = 16 Bytes (b) m = 64 Bytes (c) m = 128 Bytes

Fig. 7. Offline preprocessing storage overhead of Diamond variants under different payload and batch sizes

Counterpart Selection. To provide a fair performance evaluation, we evaluate Diamond instantiations
against initial Graphene variants: i.e., Graphene-GCM and Graphene-Poly, which we now refer to
as Graphene,; and Graphene,, respectively. We also included two FAAE instantiations, FAAE; and
FAAE,, which incorporate the FIPS standard AES-128-GCM and the NIST lightweight standard
Ascon128a [37] as an integrated AEs, and SHA-256 and Ascon-hash-256 for key update, respectively.
We selected the bitwise XOR operation as an aggregation method for all schemes. The cryptographic
components and parameters of Diamond and its counterparts are depicted in Table 3.

Evaluation Metrics. Our evaluation addresses three key research questions (RQs) to fairly evaluate
Diamond and its selected FAAE and Graphene counterparts:

RQ.1 Preprocessing Overhead and Overall Energy Drawings. What is the cost of offline preprocessing,
and what is its impact on the overall energy usage, including online and transmission costs?

RQ.2 Online Latency. How much can OO optimization reduce encryption throughput and E2E
verification delay on constrained IoT devices and nearby IoT servers, respectively?

RQ.3 Fairness & Baseline. How does Diamond compare fairly to Graphene and FAAE instantiations
based on prior constructions and the NIST lightweight standard Ascon?

5.2 Performance Analysis

By combining the existing instantiations of FSE and FAMAC with the corresponding aggregation
functions, we derive multiple Diamond variants, each offering a distinct performance advantage
on at least one evaluation metric. Subsequently, we perform a comprehensive evaluation of these
Diamond variants on diverse hardware platforms to identify the most suitable configuration.

Storage Overhead. At first, we analyze the storage overhead incurred during the offfine stage of
Diamond.AuthEnc execution, under different message sizes (i.e., m) and batch sizes (i.e., b). Fig.
7 illustrates the offline preprocessing storage footprint of the proposed Diamond variants and their
baseline counterparts for varying batch sizes (2° to 2!°). Specifically, Diamond precomputes the
pre-ciphertexts C; in the FSE instantiation and the PRF derived tags &; under the FAMAC construction.
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Fig. 8. Runtime of Diamond variants under different payload and batch sizes on x86_64 commaodity platform

Recall that Graphene and Diamond incur identical storage overheads, as their distinguishing feature
lies in the key evolution strategy (i.e., cryptographic hash update vs. PRF-based FPRG). For a batch
size of 219, the total offline storage overhead reaches 60 KB and 175 KB when processing 16-byte and
128-byte message payloads, respectively. This footprint is well-supported by our selected platforms.
It constitutes less than 12% of on-chip SRAM on the ARM Cortex-M4 and is negligible on the
edge-class ARM Cortex-A72 systems. FAAE counterparts exhibit a minimal memory footprint, where
they only store the FAAE secret key, which equals 32 and 16 bytes, for FAAE; and FAAE,.

x86_64. Fig. § illustrates the runtime of the cumulative authenticated encryption (AuthEnc) over-
head for our benchmarked schemes evaluated under varying payload lengths and batch sizes. The
runtime encapsulate both the online processing costs and the offline preprocessing for the FSE and
FAMAC algorithms. Given that the experimental platform is a resourceful multi-core x86_64 com-
modity hardware, the online execution footprints of the selected FAAE, Graphene, and Diamond
constructions are comparable for moderate message sizes except for the standard FAAE,. Moreover,
the online evaluation latency across all variants of Graphene and Diamond is indistinguishable
under the selected parameters, as the core comparison is reduced to the evaluation of the key update
mechanism. Specifically, the Diamond; and Diamond, variants, optimized via PRF-based key update,
demonstrate 1.43x and 1.46X speedups, respectively, over their initial Graphene; and Graphene,
counterparts when instantiated over 128-byte payloads. This corresponds to achieving roughly a 30%
reduction in cycle count. These savings translate directly into reduced energy usage and improved
verification efficiency when payload lengths or batch sizes are further increased, making Diamond
the best candidate for performance-critical deployments. Compared to their FAAE; counterpart,
Diamond instantiations deliver substantial performance gains, achieving up to 9% reduction in online
AuthEnc latency. Compared to NIST lightweight FAAE,, Diamond, exhibits a nuanced cost profile by
incurring moderately higher overhead on short 16-byte payloads (i.e., 1.22x slower) while surpassing
on larger 128-byte telemetry by delivering 1.66x faster online AuthEnc throughput.

Cortex ARM A72. Fig. 9 illustrates the runtime of authenticated encryption operations on the edge
device, which does not possess specialized hardware acceleration, unlike x86_64. Our experimental
results show the high inefficiency of standard FAAE; where special AVX instructions are not available,
while FAAE, (employing the NIST lightweight AE, Ascon128) exhibits slightly better efficiency
compared to Graphene and Diamond instantiations for small 16-byte payloads. For example, the
overall AuthEnc runtime of FAAE, is 4.67X faster compared to the highly efficient Diamond variants.
However, for large (64-128 bytes) messages, the online AuthEnc runtime of Diamond outperforms
that of FAAE, by being 1.45x faster. Comparing the instantiations of Diamond against Graphene,
the Diamond; and Diamond, variants achieve 38.46% and 40.17% reduction in offline preprocessing
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Fig. 9. AuthEnc Runtime overhead and End-to-End (E2D) delay of Diamond variants under different input
and batch sizes on Cortex ARM-A72 platform. E2E delay assumes a resourceful verifier (i.e., x86_64
commodity).

runtime compared to that of the original Graphene; and Graphene, instantiations, respectively, for
a payload size of m = 64 bytes. This is * 8% more computational savings compared to x86_64.

To enable a holistic comparison of our selected performance schemes, we further plot the end-to-end

(E2E) delay (see Fig. 9d-9f) between the IoT device and resourceful verifier (e.g., edge device). As
per Fig. 2, the E2E verification delay is defined by a single AuthEnc operation of the last message
in the current batch at the IoT device and an online AverDec of the received authenticated batch of
ciphertexts at the IoT server. We consider an x86_64 commodity hardware to perform the verified
decryption (AverDec) of received batches of encrypted payloads and their aggregate authentication
tag. We omit the network delay incurred during the communication of cryptographic payloads,
given that the transmission overhead of all benchmarked schemes is equal. Fig. 9d-9f illustrates the
advantage of Diamond, (i.e., instantiated with Chacha20 and Poly1305) for large input sizes (64-128
bytes) by being 1.5x faster E2E delay than FAAE,, while FAAE, remains advantageous (i.e., 1.23X
faster than Diamond,) on small 16-byte payloads by having the lowest E2E delay.
Cortex ARM M4. Fig. 10 illustrates the authenticated encryption runtime and end-to-end delay
on a 32-bit Cortex-M4 MCU. On this platform, we enable optimized execution of cryptographic
primitives (i.e., AES-128 and SHA-256) via the hardware acceleration peripheral. When comparing
Diamond against Graphene instantiations, the AuthEnc overhead of Diamond significantly reduces
the offline FSE and FAMAC offline preprocessing cost by being 3.16X faster thanks to the high efficiency
of AES-based PRF key updates compared to the original cryptographic hash operations. Compared
to FAAE variants, the overall AuthEnc of Diamond variants outperforms FAAE; by a factor of = 2Xx
while being comparable to FAAE; based on the NIST lightweight Ascon. The online AuthEnc runtime
of Diamond variants is up to 3.5 and 1.68x faster than that of FAAE; and FAAE,, respectively. This
underscores the high efficiency of online Diamond variants on ARM Cortex-M4 controllers when
harnessing their OO properties, compared to the most efficient FAAE counterparts.
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Fig. 10. AuthEnc Runtime overhead and End-to-End (E2D) delay of Diamond variants under different
input and batch sizes on Cortex ARM-M4 platform. E2E delay assumes a resourceful verifier (i.e., x86_64
commodity).

Fig. 10d-10f depicts the end-to-end delay when considering an IoT device equipped with a 32-bit

ARM Cortex-M4 MCU and a resourceful server with x86_64 commodity hardware. On 16-byte
inputs, Fig. 10d demonstrates that Diamond; and FAAE, achieve relatively equal E2E delay while
being 1.2x and 8.19X faster than Diamond; and FAAE, respectively. On larger 128-byte payloads,
Diamond, exhibits the highest efficiency by being 7.2x and 1.64X faster than FAAE; and FAAE,,
respectively, while also being 1.18% faster than the AES-GCM-based instantiation Diamond;.
AVR ATmega2560. Fig. 11 illustrates the AuthEnc operations and E2E delays given the ultra-
low-power 8-bit AVR MCU in the order of seconds. Our experimental results showcase the high
inefficiency of Graphene; and Diamond; which stems from the high cycle count of the employed
universal hash function GHASH. In contrast, the overall AuthEnc runtime of Graphene, and its
improved Diamonds, is lesser compared to our selected FAAE counterparts. For example, on 16-byte
input sizes, the AuthEnc of Diamond, is 1.63X and 2.29x compared to FAAE; and FAAE,, respectively.
Moreover, Diamond; achieves 47.25% reduction in total AuthEnc computational overhead compared
to Graphene, while also being 1.39x faster than Diamond;. On larger 128-byte payloads, Diamond, is
still exhibiting high efficiency in terms of overall AuthEnc runtime with 3.49x faster than Diamond;,
and ~ 2X faster than FAAE counterparts. The efficiency of the online AuthEnc overhead of Diamond, is
more pronounced with 3.59x and 2.82x faster than FAAE; and FAAE, counterparts. This showcases
that on highly constrained devices, Diamond, outperforms even FAAE, from the NIST lightweight
standard, Ascon, on both online and total AuthEnc operations.

Across Fig. 11g-11i, the end-to-end (E2E) latency exhibits near-constant behavior. This stems
from the fact that the per-item online AuthEnc cost on the IoT device dominates the amortized online
verified-decryption cost (AverDec) over a large aggregated batch on the IoT server side. Across
all evaluated payload sizes (16—128 bytes), Diamond, consistently outperforms both FAAE variants
and Diamond;. Notably, Diamond, achieves 3.79% and 2.7x lower E2E delay than the Ascon-based
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Fig. 11. AuthEnc Runtime overhead, energy cost of AuthEnc and data transmission, and End-to-End (E2E)
delay of Diamond variants under different input and batch sizes on AVR ATmega2560 platform. E2E delay
assumes a resourceful verifier (i.e., x86_64).

FAAE,—the most optimized competing design—on 16-byte and 128-byte messages, respectively.
These results confirm that Diamond,, instantiated from ChaCha20 as the PRF for both symmetric
encryption and forward-secure key evolution and Poly 1305 as the universal hash in FAMAC, constitutes
the most suitable instantiation on resource-constrained 8-bit AVR microcontrollers.

Energy Analysis on 8-bit AVR ATmega2560. To assess the impact of Diamond on the energy usage
on constrained devices, we estimated the total energy consumption per AuthEnc operation using the
MICAz energy model [30]. The MICAz node features an ATmegal28L MCU operating at 16MHz,
with 128KB flash and 4KB SRAM (i.e., similar computing capabilities to ATmega2560). Following
the energy parameters in [30], the ATmegal28L consumes approximately Ecpy = 4.07nJ per clock
cycle, while the CC2420 ZigBee transceiver incurs Etx = 0.168 pJ per transmitted bit.

Fig. 11d-11f depicts the energy cost of AuthEnc operation and transmission for batches of payloads
and their authentication tags with different input sizes (16-128 bytes), with a breakdown illustrating
the contribution of online AuthEnc, offline FSE and FAMAC computations, and the transmission
overheads. For small telemetry payloads, the transmission cost dominates, often matching or
exceeding the online AuthEnc energy of the most efficient schemes. Diamond, exhibits the lowest
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online AuthEnc energy among all schemes, being approximately 36% lower than Diamond;, 54—67%
lower than Graphene variants, and up to 4x lower than FAAE variants. For larger 128-byte inputs,
Diamond; requires 50—65% less total energy compared to Graphene; and FAAE; counterparts, and
35-45% less energy compared to Graphene,. Across all input lengths, Diamond, consistently yields
the lowest total energy, with reductions ranging from 50-75% compared to FAAE and 35-60%
compared to Graphene variants. The results confirm that Diamond; is the most energy-optimal
scheme, especially for compute- and energy-restricted IoT devices such as wearable devices, medical
pacemakers, and resource-constrained sensor nodes.

6 SECURITY ANALYSIS

In this section, we present the security models of cryptographic primitives, used to construct our
proposed scheme, Diamond. Then, we present security analysis of FSE, FAMAC, and Diamond.

6.1 Security Models
PREF. The security of PRF is defined by the following adversary’s advantage:

Advere (1, q) = max| Pr[f EF. A0 1) —pr[K & K, g — PRFg : AV = 1]),

where the maximum is over all adversaries A making at most g queries and running in time ¢. PRF is
secure iff Advpgr(t, q) is negligible.

PRG. The security of PRG is defined by the following adversary’s advantage:
Advprg(t,q = 1) = max| Pr[K &K APRGK)) = 1] = Pr[(K,Y) & Kx T : AY) = 1],

where the maximum is over all adversaries ‘A making at most one query and running in time ¢.
FPRG. Based on the seminal work of Bellare et al. [2], the security of FPRG is defined as follows:

Advepge(trpre) < 2 - 1 - Advpgr (tprr, gpRF),

where gpPRF = f(T/TJrK)—l and tprr = fFprg + O(H . (K + T’)).

MAC. The standard security notion of MAC is Existential Unforgeability under Chosen Message
Attacks (EU-CMA) [2], which is defined based on the following experiment:
Experiment ExptEs M (A)
K « MAC.Kg(1¥)
(M*, O'*) <i ﬂMAC.Sign(K,.) (find)
if M* was not queried to MAC.Sign(K,.) and MAC.Ver(K, M*,c*) = 1 then return 1 else 0.
In Exptiy ™, A is given access to the signing oracle MAC.Sign(K,.) and aims to produce a
forgery (M*, *). The advantage of A over MAC is Advis."A(t, ¢) = max # Pr[Exptyac*(A) = 1],
where the maximum is over all adversaries A making at most q queries and running in time ¢.
FAMAC. The standard security notion of FAMAC scheme is Forward-secure Aggregate
EU-CMA (FA-EU-CMA), which is defined based on the following experiment:
Experiment ExptE,EU-CHA(7)
K; <« FAMAC.Kg(n) ,i « 1, phase « find
while i < n and phase # forge
phase — ﬂFAMAC.Sign(KL-,.) (find)
Kis1 «— FAMAC.Upd(K;) and i «— i+ 1
(My, i, 01,1+) < A(forge, K;)
if 1 < i* < i and M;;» is not queried to FAMAC.Sign(Kj,.) oracle and
FAMAC.AVer(Kj, My, i+, 01;=) = 1 then return O else return 1.
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In Exptiayse M, A operates in two stages: (1) find. A makes at most n queries to the signing oracle
FAMAC.Sign(Kj,.). (2) forge. A is given the current private key K; during the break-in and asked
to produce a non-trivial forgery (My ;+, 01,;+) with index i* < i. The advantage of A over FAMAC is
AdvEALET-CMA (1 ) = max # Pr[Exptiayse ™ (A) = 1], where the maximum is over all adversaries
A making at most g queries and running in time ¢.

SE. The standard security notion of an SE scheme is INDistinguishability under Chosen Ciphertext

Attacks (IND-CPA) [2] which is defined based on the following experiment:
Experiment Exptin2-PA(A)

K « SE.Kg(1) and b & {0, 1}

Cp — ASE-Enc-LR(K..) (find, My, My)

b o ﬂSE.Enc—LR(K,J(guess)

If |My| = [M;| and b = b’ then return 1 else return 0.

In ExptggD'CPA, the adversary A operates in two phases: (/) Find. A is given access to the
encryption left or right oracle SE.Enc-LR(K, .) which accepts two distinct plaintexts (My, M;), and
computes/returns to A the ciphertext C;, based on a pre-defined bit b, generated during the setup
phase. The challenger in the game computes the ciphertext Cj, with index equal to a bit b, uniformly
generated at random. (2) Guess. A returns a bit b’. A succeeds if b = b’. The advantage of A over
SE is Advir’"PA(t,q) = max{| Pr[Exptsp> F4(A) = 1] — 1|}, where the maximum is over all
adversaries A making at most g queries and running in time ¢.

FSE. The standard security notion of an FSE scheme is Forward-secure IND-CPA (F-IND-CPA),
which is defined based on the following experiment:

Experiment Exptht"P~PA(A)

K; « FSE.Kg(1%,n), b g {0,1}, and i « 1, phase « find
while i < n and phase # guess
(phase, Cb) — ﬂFSE.Enc—LR(K,»,.) (find, MO’ Ml)
Kisy1 < FSE.Upd(K;) and i « i +1
bV — j{FSE.Enc—LR(Ki,.) (guess, Ki)
if |My| = |M;| and b = b’ then return 1 else return 0.

The adversary (A in this experiment operates in two phases similar to IND-CPA, whereas during the

find phase, the challenger updates the private key K; after each query made by A to FSE.Enc-LR(Kj, .).
During the guess phase, A is given access to the current secret key and asked to return a bit b’. The
advantage of A over FSE is AdvE;I™"PA(¢, q) = max4{| Pr[Exptige " F4(A) = 1] — 3|}, where
the maximum is over all As making at most g queries and running time in ¢.
FAAE. The security model of an FAAE is based on the security of its underlying (authenticated)
encryption and MAC components. We consider forward security, which implies periodic key
updates, an essential feature in adversarial IoT environments against key compromise attacks. For
confidentiality, Diamond adopts F-IND-CPA. For integrity protection, we follow the security of
FAAE [24, 48], with forward-secure and aggregate existential unforgeability against chosen message
attacks (FA-EU-CMA). These notions collectively ensure that even an adaptive PPT adversary A
can neither decrypt previously and currently encrypted telemetry traffic nor forge valid aggregate
and forward-secure tags without detection. The F-IND-CPA and FA-EU-CMA security notions for
FAAE are formalized by the following experiments:
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Experiment Expty, P~ P4(A) Experiment Exptia,EU-CHA(7)
K
K, « FAAE.Kg(1*,n,b) and ¢ < {0,1} K, — FAAE -th(l ., l?)d
i « 1 and phase « find i < 1and phase « fin

. while i < n—b+1and phase # forge
while i < n and phase # guess phase — AFAE-AuthEnc(Ki) (phase)

(phase, C.) — . :
ﬁAuthEnc—LR(K,-,.)(phase Mo, My) K1 <« FAAE.Upd(K;) and i « i+1
Kiy1 < FAAE.Upd(K;) and i « i +1 (,Ci*’ ”i*:i*;b—l} < A(phase, Ki)
¢/ — AMBENCIR(KL) (phgse, K;) if 1 < i* < iand (Cy, 00 04p-1) €
if |[My| = |M;| and ¢ = ¢’ then return 1 else L = {(Ci, iiyrp-1) V1 < iy < 0" =D+ 1}
returm 0. and M;, = FAMAC.AVer(K;,, Ci+, Gi+ jr+p1)
then return 1 else return 0.
The experiment Expth, IN°~P4 g similar to Exptf,2"°"“PA. The adversary A in Expths,cV M

outputs, as forgery, a batch of ciphertexts C+ and an aggregate tag o j+p—1. A succeeds if the
produced forgery is not a combination of previous outputs of the FAAE.AuthEnc(Kj,.) oracle
during the find phase. The advantage of A over FAAE under F-IND-CPA and FA-EU-CMA security

notions is AdvE,IN"PA(1, q) = max g {| Pr[Exptypay. —» = 1] — 1/2|} and AdvEAEVU-A(t,q) =

FAAE
max g Pr[ExptgﬂgD‘CPA = 1], respectively, making at most g queries and in running time ¢.

6.2 Security Proof

Let FSE be the CTR-based forward-secure symmetric encryption scheme defined in Fig. 3, where
PRF; is used in CTR mode to generate the keystream blocks and PRF; is used to instantiate the
forward-secure pseudo-random generator FPRG. Upd to update the states and keys. We prove that if
both PRF; and PRF; are secure pseudo-random functions, then FSE is F-IND-CPA-secure.

THeOREM 1. If FSE is constructed as above, then for every adversary A running in time tpsg and
making at most qrsg encryption queries, there exist distinguishers B, and B, such that:
-IND-CPA
Advigp (trsE qrse) < n-Advpgr, (tprr,, qprr,) + 2-n-Advpgr, (1prF,, qPRF, ),
where

m m
qPRF; = CIFSE’[7“, tpRF, = IFSE + qFSE'[?D’

qprr, < 2°1, tprr, = trse + O(n + k).
Proor. We define a series of hybrid games Hy = Hl(l) == H,<,1> = Hl(z) == H,(,2>

Game Hy (Real experiment). This is the real F-IND-CPA experiment for FSE: both PRF; and PRF,
are instantiated as true PRF functions. Let Adv, = |Pr[H0 (A)=1] - %| denote A’s advantage.

Game Hi(l) (Replacing PRF, in period i). Fori € {1,...,n}, we define Hl.(l) to be identical to Hl.(_li
except that in period i all values C; «— PRF;(Kj, ctr + j) used to generate CTR keystream blocks are
replaced by independent uniform random ¢-bit strings (i.e., C ' & {0, 1}%). All other computations
remain unchanged. Let Agl) = \Pr[Hi(_li(ﬂ) =1] - Pr[Hi(l)(?() = 1]|.

The distinguisher B; is given oracle access to a function O(-) which is either PRF;(K*,-) for
K* & {0, 1}* or a true random function. It simulates the F-IND-CPA experiment for A as follows:
1. For the target period i, 81 computes the keystream blocks {CN‘} — O(ctr+ jmod 2)} =1 1m/e]

and returns C; « C; ® M; to A where C; « (E;H - ||C~‘Em/ﬂ.
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2. For all other periods j # i, 8; samples uniformly random keys K; & {0,1}* and computes
C’ < PRF1(Kj, ctr + j mod 2) and returns the final ciphertext C; to A following FSE. Enc.
3. All PRF, evaluations in FPRG are computed honestly using uniformly random keys.

If O is instantiated with PRF (K™, -), the simulation is identical to hybrid H i(_li; if O is random,
the view matches Hl.(l). Therefore, Afl) is bounded by the distinguishing advantage of B; (i.e.,

A?l) < Advpgr, (tprr,, gerr, ). Then, we sum Agl) forall i € {1,...,n} to obtain:

n n
|PrHY (A) = 1] = Pr[HY (A) = 1] = | Y AV < > 1AM] < - Adverr, (terr, gerr,)-
i=1 i=1
Game H®) (Replacing PRF, in FPRG). Let H\" be H{"), for each i = 1,...,n, let H*) be identical

to Hi(_z)1 except that i key update (S;;, Ki+1) < FPRG.Upd(Si;1) is replaced by random generation

$
(Siso — {0,1}*,K;y1 « {0,1}*). We denote Al.(z) = |Pr[Hi(2(ﬂ) =1] - Pr[Hi(z)(ﬂ) = 1]|.
The distinguisher B, is given oracle access to a function O(+) which is either PRF,(K*, -) where
K* « {0, 1} or a random function. It simulates the F-IND-CPA experiment for A as follows:

1. For the target update i, 8; computes (Sisz, Kiv+1) by querying O(Si41]|0) and O(Si11||1).
2. For j # i, it computes (Sisz, Kis1)  (PRF2(Sis1, 0), PRF(Sisr, 1)) where Sppy < {0, 1}*.

If O is instantiated with PRF,(S;,1,.), the simulation is identical to H l.<_21. Otherwise, if random,
the view matches Hl.(z). Therefore, the distinguishing advantage of B, equals Agz) (.e., Agz) <

2 - Advpgg, (tprr,, gerF,))- Then, we sum AI@ foralli € {1,...,n} to obtain:
n n
|PrHY (A)] - Pr[H (A)]] = | D AP < DT IAP | < 2- n- Advers, (torr,, qorr,)-
i=1 i=1

Final game Hf). In H,EZ), every PRF; ; outputs is replaced by uniform random values. Hence,
ciphertexts are generated by a fresh one-time pad, and all keys are uniformly random values. Therefore,

the adversary’s success probability Pr[H,(,Z) (A) = 1] equals the random guess probability 1/2. Notice
that AdvEgE""~PA(tpsg, grse) = max .z | Pr[Exptigs™ PA(A) = 1] — 1/2| which is equivalent to

AQVEICPA (e gese) = max g | Pr[HL " (A) = 1] - Pr[H® (A) = 1]|. That is,
AV P (tesg, grse) < | PriH " (A) = 1] = PrHY (A) = 111+ Pr[Hy (A) = 11 = Pr[H? (A) = 1]]
By combining the results of the hybrid games, we obtain the desired bound and conclude the proof':
AdV;éEND{PA(tFSE, grse) < n - Advpgy, (tprr,, gprF,) + 2° 1 - AdVprr, (tpRF,, GPRF,)-

]

THEOREM 2. Let FAMAC be the forward-secure aggregate MAC scheme in Fig. 4, instantiated from
an e-almost-universal hash UH and a pseudo-random function PRF,. Let A be any adversary running
in time tgayac and making at most qramac Signing queries, where the epoch size is b and the tag space
T is of size 1. Then there exists a distinguisher Bprr against PRF, such that

A-EU-CMA b
AdV;AMAC (tramac, qramac) < n - AdVprr, (tprr. prRF) + qFamac *b - € + qFA;ric i
where gprr = O(qranac - b) and terr = tramac + O(qramac - b).

Proor. We prove the theorem by a sequence of hybrid games, as follows.
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Game Hy (Real experiment). This is the real FA-EU-CMA experiment where each offline mask
&; — PRFZ(Kf RF2 i) and UH term &; — UH(K™, M;) are aggregated additively (o; < G; + &;).

Game Hfl) (Replace PRF, output for epoch i). Fori =1,...,n, we define Hi(l) as Hi(_li except that
in epoch i all offline tags 6; derived from PRF; are replaced by uniformly random elements of 7.
We define A(l) |P H.(_l)(ﬂ) =1] - Pr[Hl.(l)(ﬂ) = 1]| to be the difference in the advantage of
A in two consecutive games H (11 and Hi(l). The distinguisher Bpgy is given access to an oracle O(+),
which is either PRF,(Kj, -) or a truly random function. $; chooses the target epoch i and simulates
FA-EU-CMA for A as follows:
1. For epoch i, B; queries &; < O(M;) and outputs o; < J; + 6; to A where &; «— UH(KLUH, i).
2. For j # i, B computes o; following the FAMAC signing algorithm using uniformly random keys.

If O is instantiated with PRF,, the simulation equals H; W ¢ random, the view matches H; ™) Hence

i-1°
(1) = Advprr, (terr, gprr). Then, we sum A( ) over i € {1,...,n} to obtain:

| Pr[Ho(A) = 1] - Pr[H (A) = 1]| < n- Advpgr, (tprr. gerr)- (H

Game Hl(jl) (All offline masks random). In this game, all &; are chosen uniformly at random,
therefore independent of A’s view. For each authentication tag o; = ; + ;, a successful forgery
requires ¢’ — &’ = ¢. Since & is uniformly random from 7, this equality holds with probability at
most % for any (M’, ¢’) pair. The collisions in UH outputs provide another path to forgery. Since UH is
an e-almost-universal hash function, any pair of distinct messages collide with probability at most &.
By a union bound over gramac - b total attempts:

Pr[H (A) = 1] < qeamac - b-e + Lamet, @)

Combining (1) and (2). We obtain the desired reduction and therefore concludes the proof.

EU-CMA b
AdeAmAC (A) < n-Adverr,(terr. gprr) + qramac - b - € + qFAM:C

5

]

THEOREM 3. Let Diamond be a forward-secure and aggregate authenticated encryption (FAAE)
scheme constructed from a CTR-based forward-secure encryption (FSE) and a universal forward-
secure aggregate MAC (FAMAC), following Fig.3 and Fig.4, respectively.

Let A be an adversary running in time t and making at most q queries to the Diamond-AE oracle.
Then, there exist adversaries Arsg and Arayac against the underlying FSE and FAMAC such that

IND-CPA IND-CPA
Vgla.mond (t’ Q) <b- AdV;SE (tFSE’ QFSE),

A-EU-CHA A-EU-CMA
Advpitt (L, q) < Advigyae M (tramac, qranac),
where tpsg, tramac < t, and qrsg = qramac = q + O(1).

Proor. We prove that the security of Diamond under the F-IND-CPA and FA-EU-CMA notions
reduces to that of its underlying components: the forward-secure encryption FSE and the forward-
secure aggregate message authentication FAMAC.

(1) Confidentiality Reduction to FSE. In the following, we construct an adversary AFSE that
leverages A to break the F-IND-CPA security of FSE scheme.

Setup. AFSE begins by sampling an initial FAMAC key KFAMAC & {0, 1K™ and internally runs A.
Find. Whenever A issues a left-or-right encryption query (M, M;) to AuthEnc-LR(Kj, ), Arsg
forwards it to its own FSE. Enc—LR(KiF SE_.) oracle and receives back a ciphertext Cy,. It then computes
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o; « FAMAC.Sign(KT™MAC Ct) and updates the FAMAC key as KTA™AC « FAMAC.Upd(KTAMAC),
Finally, ASE returns (C?, 0;) to A.
Guess. Whenever A outputs its final bit b’, AFSE also outputs b’.

AFSE simulates the Diamond encryption oracle for A. AFSE succeeds in the F- IND-CPA experiment
of FSE whenever A succeeds in guesses the left-or-right bit (i.e., b = b’). Therefore,

F-IND-CPA F-IND-CPA
AdVpianona  (£:q) < b - Advigg (tFsE, gFsE)-

(2) Integrity Reduction to FAMAC. We now construct an adversary A that leverages A to break
the FA-EU-CMA security of FAMAC:

Setup. ATAMAC generates an initial FSE key KFSE & {0, 1}/K71 to locally simulate the encryption
component. It then launches (A as a subroutine.
Find. When A queries Diamond-AE(K;-:) on message M;, computes C;
FSE.Enc(KF, M;) and then queries its own FAMAC.Sign oracle on C; to obtain o;. It updates
the encryption key KF>F «— FSE.Upd(KF*F) and returns (C;, 0;) to A.
Forge. Eventually, A proceeds to the forge phase and outputs a non-trivial forgery (Cis, o+ j+4b-1),
following the FA-EU-CMA experiment in Sec. 6.1. AFMAC also receives the current secret
key KFMAC (ie., after a break-in). It verifies A’s forgery using its verification oracle (i.e.,
b — FAMAC.AVer (K™ Cy, 05 joip-1).). If b = 1, AFAMC decrypts each ciphertext as (i.e.,
M « {FSE.Dec(K[*",C j)}j.:'ilf ~1.) Finally, AFAMAC outputs success if A’s forgery passes verifica-
tion and is non-trivial (i.e., not a recombination of previously authenticated ciphertexts).

AFAAC \ins the FA-EU-CMA experiment of FAMAC whenever (A forges a valid ciphertext—tag pair
under Diamond. Hence, we obtain the security bound which concludes the proof.

A FAMAC

FA-EU-CMA FA-EU-CHA
AdVpiamond (£ q) < AdVpayac — (tFaMac, Gramac)-

7 CONCLUSION

We presented Diamond, a provable secure symmetric-key Forward-secure and Aggregate Authen-
ticated Encryption (FAAE) framework tailored for the stringent constraints of contemporary IoT
platforms. Diamond addresses foundational limitations in existing AE and MAC constructions by
synergizing efficient forward-secure key evolution, OO cryptographic optimization, and compact tag
aggregation. Diamond guarantees breach-resilient confidentiality and authenticity, while ensuring
near-optimal online latency across heterogeneous hardware classes. Through a comprehensive
experimental evaluation on 64-bit ARM Cortex-A72, 32-bit ARM Cortex-M4, and 8-bit AVR micro-
controllers, we demonstrated that Diamond’s instantiations deliver substantial reductions in offline
preprocessing, order-of-magnitude improvements in online AuthEnc and verification throughput,
and significantly lower end-to-end latency for large telemetry batches compared to FAAE baselines
and NIST lightweight AE candidates. Diamond’s modular design, extensibility to diverse universal
AMAC constructions, and compatibility with commodity toolchains make it a practical, deployment-
ready FAAE primitive for mission-critical IoT domains. To encourage reproducibility and adoption,
we release our open-source full-fledged implementation.
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